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OLIEHKA CBOMCTB XAOTHYECKHUX CHUTHAJIOB, BJIUSIOIIUX
HA HAJEXHOCTDb INEPEJAYN JAHHBIX

OcymiecTBieH BbIOOp xaoTnyeckux curHayoB (XC), CHHTE3UPOBAHHBIX C IMOMOIIBIO PA3IMYHBIX TEHEPATOPOB Xao-
tnaeckux curHanoB (I'’XC) s obecrieueHs HaJEKHOHM Nepeau AaHHBIX B CHCTEMaXx, ¢ TIOMOIIBIO MOKa3aTenen
HAJEXKHOCTH. YKa3aHO, YTO B JINTEpaType MPOBOIUTCS HEMOIHBIN MM YaCTHYHBIN aHaimu3 cBOHCTB XC, CHHTE3HPO-
BAaHHBIX C TOMOMIBIO pa3JIMYHbIX FXC, 10 IMOKa3aTeJIsIM HAaJAC)KHOCTH. MeTOJlaMI/I UMUTAIIUOHHOI'O MOACINPOBAHUA
IUTST Kakaoro w3 BeIOpaHHBIX [ XC OBUT CreHEpHpOBaH DA IOCIEAOBATEIFHOCTEH Ul HalbHEWIIEH OIEHKH UX
CBOMCTB C MOMOIIBIO 3HAYECHHH MaKCHMAaJbHOTO OOKOBOTO MHKa aBTOKoppensnroHHOW ¢yHkumn (AK®D) m muk-
(hakTOpa cCUrHaNa KaK OJJHUX M3 CaMbIX BaKHBIX MOKa3aTeneil HagexHocTH. [IpuBeneHo ux MateMaTHYecKoe onuca-
HHUE ¥ TpeOOBaHUs, KOTOPHIC OHM BBIABHTAIOT K HCIIOJIB3yeMbIM cuTHasaM. JlaHa cozpepxarenbHas (GOpMyITHpOBKa
3agaun BeIOopa XC, cuHTe3npoBaHHbIX ¢ oMonibio ['XC s obecniedeHust HAIEKHOM Mepeaadn JaHHBIX B CHCTeE-
Max, C MOMOIIbIO yKa3aHHBIX Moka3arenei. IIpuBeneHo ee Maremarndyeckoe onucanue. IIpoBeseHs! pacueTsl 3Ha-
YEHUI MaKcUMaJbHBIX O00KOBBIX MMKOB AK® u nuk-dakropa pazHooOpazHsix XC, creHepupoBaHHBIX C TOMOIIBIO
METOJIOB MMHTAI[IOHHOTO MOAeTHpoBaHus. CpaBHUTEIBHBIN aHAIN3 MOIYYEHHBIX Pe3yIbTaTOB MO3BOJIMI pa3ze-
uTh uccnenyemele XC, cuaTe3npoBanHsle ¢ moMoibio ['XC, Ha Tpu rpyMIbl: YIOBIETBOPSIOT BBIABUTAEMbIM Tpe-
OOBaHUAM, YACTUIHO yJIOBIECTBOPSIOT BBIIBHIAEMBIM TPEOOBAaHMSAM M HE yJOBIECTBOPSIOT BBIABHIAEMBIM TPeOOBa-
HUsIM. Ha ocHOBe MOITy4eHHBIX JaHHBIX OcyliecTBIIeH BEI0Op XC, CHHTE3NPOBAHHBIX € IOMOIIBI0 pa3nudHbix [ XC,
JuIs oOecrieueHns HaZleXKHOM Nepeiauy IaHHBIX B cHcTeMax. [IpiBejeHo KpaTKoe ONMcaHue MOJTy4YEeHHbIX pe3yibTa-
ToB. [lokazano, uto, nomuMo XC, IMOJTHOCTBIO Y/IOBJIETBOPSIOIINX BBIIBUTaEMbIM TPEOOBAHMAM, a TAKXKE HE YIOB-
JIETBOPSIIOIINX UM, CyLIeCTBYeT Oombiast rpymma pazauyabix [ XC, KoTopble YaCTUYHO Y/IOBJIETBOPSIOT BBIJBUTAC-
MBIM TpeOOBaHHUSIM. YKa3zaHO, 4TO IpH Ucnoib3oBaHuu Takux [ XC B cucremax HE0OX0AMMO 0OpaiiaTh BHUMaHHE
Ha MX CBOMCTBA U BBIOMpATh TaKMe HadaJIbHBIC YCIOBHS U 3HAYEHUS ynpasistromux napamerpos ' XC, mpu KOTOPBIX

dbopmupyembie XC OyayT 001a1aTh TPEOYEMBbIMU XapaKTEPUCTHKAMH.

Kniouesvie cnosa: XaOTHIECKUE CHUT'HAJIbl, OLCHKA, HAACKHOCTbH, aBTOKOPPCIANNOHHAA (I)yHKIII/ISI,

UK-(akTop
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BBEJIEHUE

OngHuM M3 NEPCIEKTUBHBIX HAMNpaBIICHUU COBEp-
HICHCTBOBAHHS CHCTEM Iepeayll WHPOPMALUK SBIIS-
€TCsl UCIOJIb30BAHUE TEOPUM JUHAMUYECKOTO Xaoca
[1-7] B komupoBaHUM COOOIICHUI. YIydllIeHUE Xa-
PaKTEepUCTHK KOMMYHHKAIIMOHHOTO KaHaJla OCHOBAHO
Ha €ro CBOMCTBaX, OJHUM M3 KOTOPBIX SIBISIETCS BBI-
COKasi YyBCTBUTEIHHOCTh K MaJlbIM H3MCHEHHUSM Ha-
YaJbHBIX YCIOBHH. DTO CBOWCTBO NPUHIMIIHAIBLHO
Ba)KHO ISl TOBBIIICHUS] HAJCKHOCTH M CKPBITHOCTH
nepefayu JaHHbIX B cUcTeMax. V3MeHss HavallbHbIe
YCJIOBUS M TIpaBWJIa TEHEPUPOBAHHUS XAaOTHYECKHX
curHasioB (XC), BO3MOXXHO CHHTE3HPOBATh OYCHBb
00NbIIOE KOJNMYECTBO Pa3sHOOOPA3HBIX KOJOBBIX II0-
CJIEIOBATEIHHOCTEH, OTBEYAIOUINX OMPEACICHHBIM
TpeOOBaHMSIM IO Pa3jIMYHBIM TOKa3aTensM. Bwmecrte
C TeM B MHOT'OYHCIICHHBIX MCCIIEIOBAaHUIX, HAIIPUMEP
[3—20], npoBOAUTCSI HEMOJHBIM WM YaCTUYHBIA aHa-
nu3 cBocTB XC, CHHTE3UPOBAHHBIX C IIOMOIIBIO Pa3-
JUYHBIX TeHepaTtopoB xaoTuueckux curHaimos (I'XC).

B wactHOCTH, mpu ucnonb3oBanun XC B cucTeMax
3JIEKTPOMArHUTHOM Mepefadyn AaHHBIX YIENSeTcs Ma-
JI0 BHMMaHHUS TaKUM WX BaXKHBIM IOKa3aTelsM Ha-
JSKHOCTH, KaK 3HAYeHHUE MAaKCHMAJbHBIX OOKOBBIX
MMAKOB aBTOKoppersimuoHHon ¢ynkiun (AK®D), 3na-
4yeHue nuk-¢pakropa u ap. Kpome toro, HecMoTps Ha
o0uIIMe JTUTEepaTypsl MO JAHHOW TEeMaTHUKE, MMEEeTCs
KpallHe Majo HCCIIEJOBAaHUH, B KOTOPBIX MPOBEICHO
YHOPSAOYEHHOE HCCIIEOBaHHE IIMPOKOro Kjacca
I'XC mo xakuM-1mbo mapameTpaM HaJleKHOCTH (Iyc-
Kail naxxe AByM wim Tpem). Mcxons u3 3toro, HEOO-
XOJUMBI JabHEUINE HCCIEeNOBaHMs 10 yKa3zaHHON
TEeMaTHKeE.

Hensto manuoit crareu siBisieTcs Beioop XC, cun-
TE3UPOBAHHBIX HOcpeAcTBOM paznuuHbix ['XC, ansa
oOecrieueHus HaIeKHOM Mepeaunl JaHHbIX 110 KaHay
CBSI3H, C IOMOUIBIO MOKa3aTelIeH HaAe)KHOCTH.

3anadeil JaHHOM CTAaTbU SIBJISETCS CPaBHUTEIbHBIN
aHanmu3 XC, cuHTE3npoBaHHBIX paznuyabMu [ XC,
C MOMOILBIO TOKa3zaTelell MaKCUMaJIbHOTO OOKOBOTO
mrka AK® u muk-dakropa.
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OLIEHKA CBOWMCTB XAOTUYECKUX CUTHAJIOB

HCIIOJIb3YEMBIE I'XC JUIS TIPEJJICTABJIEHUS
JIAHHBIX

UsBectHO [3-6, 21], yTO B HacTosAIIEe BpeMs Cy-
mectByer orpomHoe kommuectBo ['XC. Ha ocHoBe
MaTEMAaTUYECKUX BBIPAKEHUH, OMHMCHIBAIOLINX TOT
WIM MHOW TeHepaTop, BO3MOXKHO BBIJICIUTH CIIEAYIO-
e Bunbl [ XC [3-6, 21].

1. I'XC, omnmucheiBaeMble pa3HOCTHBIM ypaBHEHHEM
MIEPBOTO TOPS/IKA

X1 = (g X0,%)5

rae f; — (GyHKUus, Onpenessionas Tl 0ToOpaXKeHHsI,
Xo — HaydaJIbHOE BpeMs, a; — YTIPaBJIAIOUIMN TTapaMerp,
X, — TeKyllee 3HaueHHe reHeparopa. B nanpHelimem
Oynem o6o3navarh Takue [ XC, kak 1D.

2. I'’XC, onucsiBaeMble YpaBHEHHEM BTOPOroO IO-
psnka

X zf(xl':yi)a
Vig =8&(x; ;)

B nanpmetimem Oymem o6o3nHadath Takue ['XC,
Kak 2D.

3. I'XC, omnuceiBaeMble OOBIKHOBEHHBIM U de-
pEHIMATILHBIM YPaBHEHHEM BUAA

dxj
?:fj(xl,xz,...,xn),

rnej=1,2,3, ..., N. B nanpneiimem Oynem o0603Ha-
yath Takue ' XC, kak 3D, 4D u T.1.

[Ipoenem uccnenoBanus XC, CUHTE3UPOBAHHBIX
¢ nomomplo paznuuHbix ['XC, onuceiBaeMbIX MpHUBE-
JIEHHOM BEINIE KiIaccudukamnueir. Beibop reaepatopon
OCYILECTBJICH C MOMOUIBI0 PEKOMEHIALUUNA U3 UCTOU-
HUKOB [3—7]. B utore 6bu10 0ToOpaHo 33 pazmuyHBIX
I'XC. Ins mpoBeneHUsl SKCIEPUMEHTOB C MOMOILBIO
METO/IOB MMUTAIIMOHHOTO MojenupoBanus [7, 9, 14,
16, 22, 23] nnsa xkaxnporo u3z I'XC Obuto crenepupoa-
HO 100 mocnenoBarensHocTei. Ilpu 3TOM BBHIOMpa-
JUCh TakWue HadalbHBIC YCIOBHS W 3HAYCHUS yTIPaB-
nsronmx mapamerpoB 'XC, mpu KOTOphIX (QopMHu-
pyembie XC 001a1al0T MAKCUMATHHBIM TTOJIOXKHUTEITb-

HbIM noKazateneM JisnyHoBa Ay, > 0.

[nst oneHku cBOMCTB creHepupoBaHHbIX XC wuc-
MOJIb30BAIMCH CIIEAYIOUINE TOKa3aTean HaJeKHOCTH
[1-7, 12, 15, 17, 19, 20]: 3HaueHUEe MaKCUMaJIbLHOIO
6okoBoro nmuka AK® u 3HaueHune nuk-(akTopa CHI-
Haua.

WsBectno [1-7, 12, 15, 17, 19, 20], yto aBTOKOp-
pensannonHas (YHKIHS CHTHAJIa OIMUCHIBAETCS Clle-
IYIOLIUM BBIPa’KCHUEM:
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R(r)= T S(z)S(t-7)dt, (1)

T/Ie T — BEITMYMHA BPEMEHHOTO CIBUTA CHUTHAIA.

AK® sBnsercs 0THUM U3 CaMbIX U3BECTHBIX MOKa-
3areneld HaJeKHOCTH TpoIlecca IMeperadd CHrHana.
OOBIYHO OHAa ONMCHIBAET CTEHEHb CBA3M (KOppEis-
1uM) curHana S(7) ¢ ero Komuei, cIBUHYTOI Ha BeJH-
YUHYy 7 10 OCH BpEMEHH. B ciydae, eciau CUTHaNbI
HopMmupoBaHbl, T0 AK® curnamnoB 0OBIYHO COCTOHT
Y3 LEHTPAIBHOIO IHKAa C aMIUIMTYJIO0H, paBHOH 1,
1 OOKOBBIX NMUKOB C MEHBIICH aMIUIUTYIOW. AMILIIH-
TyAbl OOKOBBIX NMHUKOB MOTYT NPHHUMATH Pa3iIndHbIC
3Ha4YeHHs, HO Y CUTHAJIOB C XOPOIIMMHU KOPPENALH-
OHHBIMH CBOICTBAMHM OHHM MaJIbl, T.€. CYIIECTBEHHO
MEHbLIE aMIUIMTYIbl LEHTpalbHOTO nuka [1, 2, 5, 7].
[Ipy BO3HMKHOBEHWH TakuX OOKOBBIX MHUKOB AKOD,
MMOMEXOYCTOWYMBOCTh TMpPHEMa TaKHUX CHTHAJIOB
yXyALaeTcs, T.K. B 3TOM Cllyyae NMPUEMHHK JOJDKEH
pa3nnyaTh OCHOBHOW (LIEHTPAIbHBIN) M MaKCHMallb-
HbIH O0koBOM Nk AK®.

Eme omnuM mokasareneM HaJAeKHOCTH Ipoliecca
NepeJadn JaHHBIX B CHCTEMax SIBISIETCA IOKa3aTellb
nuk-(akropa curHanos [12, 14-17]. YBenuueHHoe
3Ha4YeHHE NHK-(PaKTOpa OrpaHUYHMBAET pean3yeMble
3HAUEHUs] DHEPreTHYecKoil 3PQPEKTUBHOCTH Tepe-
JTAIOIIETO yCTPOWCTBA, CHIKAET ITOMEXOYCTOWYH-
BOCTh NPHEMA, YCIOXKHAET U YIOpOXKaeT NMpUMEHse-
MYyI0 anmnaparypy. [Iuk-¢pakTop curHan€a BEIYUCIAETCS
C TIOMOIIBIO CJIEIYIOIIErO BEIPaKEHUS:

U
p=om @)

rae Umax — MaKCHMallbHOE 3HAQUCHHE CHTHANIA, 0 —
CPEIHEKBAPATUYHOE 3HAUCHIE CUTHAIA.

B Tabn. 1 mpuBeneHsl OINMCAHHBIE MOKa3aTeld
u tpeboBanwms [1-7, 12, 15, 17, 19, 20], koTopbie OHU
BBIJIBUTAIOT K UCITIOJIE3YEMBIM CUTHAJIAM.

C yuerom paboT [1-20] u MeTOIMYECKUX PEKO-
MeHIanui u3 [24] comepkaTenbHYI0 (OPMYIUPOBKY
3amaun BeIOOpa XC, cuHTe3upoBaHHBIX ['XC mns
obecrieueHusl HAJC)KHON TEpeladl TaHHBIX, HA OCHO-
Be IoKasarejel MakCuMaJIbHOTo 0okoBoro nuka AK®
U MUK-()aKTopa BO3MOXKHO IMPEICTaBUTH CICIYIOIIEM
obpazom.

Juis obecrieueHuss HaIEKHOW IEpeladyd JaHHBIX
pu UCTOIb30BaHnd XC HEOOXOAMMO OIEPHUPOBATH
kputepueMm K st oneHku HazaexxHoctn XC, cUHTe-
3upOBaHHBIX ¢ momombio ['XC, u mpeacTaBiIsonmum
co00if KOpTex:
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Ta6u. 1. Ha3Banus nokasaresnei Hale)KHOCTH M TpeOOBAaHMUS, KOTOPBIE OHHU BBLABUTAIOT K UCTIOIb3YEMBIM CHUTHAJIaM

Ne Ioxa3aTenb HaEKHOCTH O06o3Ha4yeHue TpeboBanue
Ucnonwszyempie XC A0mKHBI 001a/1aTh 3HAYCHHEM
1 3nauenne 60KOBBIX THKOB AK®D R(7) 60koBbIX MHKOB AK® R(7) < 0.3
2 | IIuk-pakTOp KOMOBBIX MOCIIEAOBA- Ucnonwszyempie XC A0mKHBI 001a1aTh 3HAYCHHEM
TENBHOCTEH P nuk-Qaxropa P <4.0
1. YIOBICTBOPSIOT BBIABUTACMBIM TPEOOBAHUSIM:
K =<R(T), P>, 3 Kk TakuM ['XC B ocHoBHOM oTHOCsTCs MHorue I'XC
3) Buma 1D u 2D.

R(1)<0.3, P<4.0,

rae R(7) — 3Ha4YeHHEe MaKCUMaIBHBIX OOKOBBIX ITHKOB
AK®, P — nuk-(akTop KOJOBBIX MOCIEI0BATEILHO-
cTei.

OLEHKA OITMCAHHBIX I'’XC

Ha ocnoBe Boipaxenwuii (1), (2) u ¢ yuerom pabot
[1-7, 12, 15, 17, 19, 20] aBTOpaMu OBLITH TPOBEICHEI
pacueTsl 3HAYEHWH MaKCUMAaIbHBIX OOKOBBIX ITHKOB
AK® u nuk-dakropa pasnoodpasusix XC, creHepu-
POBAaHHBIX C TIOMOIIBI0 METOAOB HMHUTAIHOHHOTO MO-
JIeTTMPOBAHUS.

B Tabn. 2 mpuBeneHsl MOydeHHBIE PE3yNbTaTH,
C y4ETOM KPUTEPUs, OIIMCHIBAEMOTO BhIpakeHHEeM (3).
Kak BumHO W3 Tabm. 2, majneko He BCE HMCCIEAYECMBIS
XC, cunre3upoBanHbie ¢ nomoupo I'XC, sBustorcs
UJCANBHBIMU IS CUCTEM Iepeayn JaHHbIX. B dact-
HOCTH, CpaBHMTEJbHBbIM aHanu3 ucciaeayeMbix XC,
cuHTe3upoBaHHBIX ¢ momotisio ['XC, mo kpurepuio,
OTHCHIBAEMOMY BBIpaKeHHEM (3), TO3BONSIET BhIzE-
JIUTH TPU TPYIIIBI TAKUX T€HEPATOPOB.

2. YacTU4HO yAOBJIETBOPSIOT BBIIBUTAEMBIM Tpe-
OoBanusiM: K TakuM ['XC oTHOCATCS OOJBLIIMHCTBO
uccaenyeMbix ['XC Buna 2D, 3D u 4D, B ToM uucine
knaccuueckue I'’XC (Henon map, Lorenz attractor
u ap.). Ilon 9acTHYHBIM yIOBIETBOPEHHEM BBIJIBH-
raeMbIM TpeOOBaHHSAM MOHUMAETCS OJIM30CTH CBOICTB
XC, reHepupyeMBIX TpH ONpEAETCHHBIX HadaIbHBIX
YCIOBUSIX M 3HAUCHMSIX YIPABIAIOMIMX IapaMeTpoB
I'XC, k BbliBUTaeMBbIM TpeOoBaHUSM. [Ipu Mcmonb30-
BaHuu Takux ['XC B cmcremax HeoOXoAwMo oOpa-
IaTh BHAUMaHHME Ha MX CBOMCTBAa M BHIOMpATh TakHe
HaYaJbHbIE YCIIOBHSI M 3HAYCHUS YNPaBIAIOMUX Ia-
pametrpoB '’XC, mpu kotopsix gopmupyembie XC Oy-
nyT obmanate TpedyemMbpIMU XapakTepuctukamu. [lpu-
4yeM HekoTopsle u3 Takux [ XC obnanarot xapakTepu-
CTHKaM¥, IOCTaTOYHO OJM3KHMH K BBIIBUTAEMBIM
TpeboBanusiM, Hanmpumep Gauss map, Henon map,
TUIIEPXa0THYECKUE CUCTEMBI U JIp.

3. He ynoBneTBOPSIIOT BBIABUTAaeMbIM TPeOOBaHU-
sm: Takue ['XC HE pPEKOMEHAYeTCsS HCIOIb30BaTh
B CHCTeMax mepenadn JaHHbX (mpumeps Takux [ XC
MpUBEACHBI B Ta0I. 2).

Ta6u1. 2. Pe3ynpTaTsl MPOBEACHHBIX BEIYUCICHUH C YIETOM KPUTEPHS, OTIMCHIBAEMOTO BEIpakeHHEM (3)

No Ha3Banue reneparopa Bun Jnana3zoH 3HaU€HUN MaKCUMaJIbHBIX Jnana3oH 3HaueHUN
I'XC 60koBbIX MuKoB AK®D nuK-hakTopa
Y 10BIIETBOPSIOT BBIIBUTaEMBIM TPeOOBAHUAM
1 Cubic map 1D 0.08-0.15 1.40-1.90
2 Cusp map 1D 0.15-0.30 1.80-2.40
3 | Logistic map 1D 0.10-0.18 2.80-3.20
4 | Sine map 1D 0.10-0.22 2.80-3.10
5 Tent map 1D 0.10-0.20 3.40-3.70
6 | Arnold's cat map 2D 0.08-0.12 3.10-3.50
7 Ikeda map 2D 0.25-0.30 3.00-3.60
8 | Kaplan—Yorke map 2D 0.10-0.25 3.30-3.70
9 Sinai map 2D 0.08-0.10 3.20-3.50

HAVYYHOE ITPUBOPOCTPOEHMUE, 2015, Tom 25, Ne 1
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Taba. 2. Ilpodondcenue

No HasBanue reneparopa Bun Jlnama3oH 3HaYE€HUH MaKCUMAaJIbHBIX Jlnarma3oH 3HaueHui
I'XC 00KOBBIX MUKOB AK® MUK-(paKTopa
YacTUYHO YAOBIETBOPSIOT BEIABATAEMBIM TPEOOBAHUSIM
10 | Gauss map 1D 0.20-0.35 3.30-3.60
11 | Chirikov (standart) map 2D 0.30-0.80 2.90-3.30
12 | Discrete predator-prey map 2D 0.30-0.60 3.50-3.80
13 | Henon map 2D 0.25-0.35 1.70-2.00
14 | Holmes cubic map 2D 0.20-0.35 1.50-1.90
15 | Lozi map 2D 0.35-0.50 2.00-2.30
16 | Tinkerbell map 2D 0.30-0.40 1.20-2.00
17 | Anishchenko—Astakhov 3D 0.20-0.34 <3.00
Attractor
18 | Chuacircuit 3D 0.30-0.60 <3.00
19 | Lorenz attractor 3D 0.27-0.45 <3.00
20 | Rikitake attractor 3D 0.20-0.38 <3.00
21 | Perturbed Van der Pol os- 3D 0.25-0.60 1.80-3.60
cillator
22 | Namrata—Biswas attractor 3D 0.30-0.50 3.20-3.80
23 | Hyperchaotic Lorenz sys- 4D 0.25-0.35 2.00-2.80
tem
24 | Hyperchaotic Liu system 4D 0.24-0.34 2.10-3.30
He ya0B1eTBOPSIOT BBIABUTacMbIM TPEOOBAHUSAM
25 | Pinchers map 1D 0.40-0.55 3.60-3.80
26 | Ricker’s Population Model 1D 0.40-0.70 2.90-3.20
27 | Sine-circle map 1D 0.50-0.70 3.90-4.50
28 | Burgers' map 2D 0.50-0.80 3.20-3.70
29 | Dissipative standart map 2D 0.08-0.10 4.10-5.00
30 | Gingerbreadman map 2D 0.50-0.80 2.80-3.40
31 | Nosé—Hoover Attractor 3D 0.50-0.80 2.10-3.60
32 | Qi—Chen attractor 3D 0.32-0.45 4.10-5.50
33 | Hyperchaotic =~ memristor 4D 0.28-0.35 5.70-7.50
system
3AKJIIOYEHUE JlaMd UMHUTallMOHHOTO MoxaenupoBanus [7, 9, 14, 16,

Takum oOpa3om, B IaHHOW paboTe OCYIIECTBIICH
BbIOOp XC, CHHTE3WPOBAHHBIX C TIOMOIIBIO Pa3IHd-
Heix ['XC g obOecriedeHus HaJS)KHON mepeaadn
JaHHBIX, C TIOMOIILIO TTOKa3aTejIe HaAeKHOCTH. YKa-
3aHO, YTO B MHOTOYMCJIEHHBIX HCCJIEJIOBAaHUAX, Ha-
npumep [3—20], mpoBOAUTCSA HEMOIHBIA MM 4aCTH4-
HBIM aHanu3 cBOoMCTB XC, CHHTE3UPOBAHHBIX C TIOMO-
upio pasnuyHeix ['XC, mo mokazaTeisiM HaJaeKHOCTH.
[Tpusenens! Bunsl I' XC [3-6, 21], onucsiBaembIe paz-
JUYHBIMA MAaTeMaTUYECKUMHU BBIpaXEHUsIMU. MeTto-

HAVYYHOE [NPUBOPOCTPOEHMUE, 2025, Tom 35, Ne 1

22, 23] miisa kaxporo u3 BeiopanHbix ['XC ObLIO cre-
HepupoBaHo 100 nocnepoBarenbHOCTEH. [ oleHKH
CBOMCTB creHepupoBaHHbIX XC HCIIOJIB30BaINCh 3HA-
yeHrue MakcuMaiabHoro 0oxosoro nmka AK®D u 3Ha-
YeHWE MHUK-(paKTOpa CHrHalla, KaK OJHUX M3 CaMbIX
BaXHBIX TOKasarened Hamexunoctu [1-7, 12, 15, 17,
19, 20]. IlpuBeneHo ux MaTeMaTHYECKOE OMHCAHHE
U TpeOOBaHUs, KOTOPbIC OHU BBIJBUTAIOT K HCIOJb-
3yeMbIM cUTHanaM. JlaHa copepxkarenbHast Gopmyn-
poBka 3amauu BeiOOpa XC, CHHTE3UPOBAHHBIX C MO-
momeio I'XC, anst obecrieueHust HaASKHOW Tiepeadn
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JTAHHBIX C TIOMOIIBI0 MaKCHMMaJIbHOTO OOKOBOTO IMHKa
AK® u nuk-gaxrtopa. IlpuBeneHo ee maremaTHue-
CKO€ OINKMCAaHUE B BUJIE KPUTEPUS, ONIUCHIBAEMOTO BbI-
paxenuem (3). [IpoBeneHsl pacdyeTsl 3HAYCHUN Mak-
cUMaibHBIX O0KOBBIX TMHKOB AK® wm mmk-axrTopa
pa3HooOpa3Hbix XC, CreHEepUPOBAHHBIX C TTOMOIIBIO
METOJIOB HMWTAIMOHHOTO MonenupoBanus. [lomy-
YEHHBIC PE3YJbTaThl C YUETOM KpPHUTEpHUS, ONMUCHIBAEC-
Moro BeIpakeHueM (3), mpuBeneHsl B Tabn. 2. Cpas-
HUTENbHBIA aHanu3 ucciaeayeMbix XC, CHHTE3UPO-
BaHHBIX ¢ nomotbio ['XC, Mo KpuTepuro, OnrchIBae-
MOMY BbIpakeHHEeM (3), MO3BOJIMI WX Pa3leiIUTh Ha
TPHU TPYIIIBL: YJOBIETBOPSIOT BBIJIBUTAEMBIM TPeOO-
BaHMUSM, YaCTHYHO YIOBJICTBOPSIOT BBIIBUTAEMBIM
TpeOOBaHHUSIM M HE YJOBJICTBOPSIOT BBIABUTaEMbIM
TpeboBanmsiM. Ha oOCHOBE TMONYYEHHBIX aHHBIX
ocymiectsieH BoIOOp XC, CHHTE3UPOBAaHHBIX C ITOMO-
upto paznmuabix [XC juist obecrieueHusl HaJleKHON
nepefayu JaHHBIX, ¢ TOMOUIBIO MOKa3aTesed MakKcu-
ManbHOTO O0KOBOTO Mka AK® u nuk-dakropa. [Ipu-
BEJICHO KPaTKOE OMUCAHUE MOJYICHHBIX PE3yJIBTATOB.
[Tokazano, uro, momumo XC, MOJHOCTHIO YIOBIETBO-
PSIOMIMX BBIABUTAaeMBIM TpeboBaHusM (MHorme ['XC
Buna 1D u 2D), a Taxke HE YIOBIETBOPSIOUINX HM,
cymecTByeT Oousbiiast rpynma  pasnuudbsix  [XC
(6ompmmHCcTBO  Mccneayembix ['XC Buma 2D, 3D
u 4D, B Tom umcne knaccuueckue 1'XC), koropsie
YaCTUYHO YIOBJICTBOPSIIOT BBIIBUTAEMBIM TPEOOBaHM-
M. YKazaHO, 4TO Ipu ucrosb3oBaHuu Takux ['XC
B CHCTEMax Iiepefadd AaHHBIX HEoO0Xoammo oOpa-
niaTh BHUMaHWE HA MX CBOWCTBA M BHIOMPATh TakKue
HaYaJIbHBIC YCIIOBUSA M 3HAYCHUS YIPABIAIOMIMNX IIa-
pamerpo I'XC, npu kotopsix popmupyemsie XC Oy-
IyT 0051a1aTh TpeOYyEeMbIMH XapaKTePHUCTUKAMH.
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EVALUATION OF THE PROPERTIES OF CHAOTIC SIGNALS
AFFECTING THE RELIABILITY OF DATA TRANSMISSION

A. A. Gavrishev', D. L. Osipov2

'"MSLU, Moscow, Russia
*NCFU, Stavropol, Russia

Using simulation methods for a number of known random signal generators, 100 sequences were generated
to evaluate their properties employing the values of the maximum lateral peak of the autocorrelation function
and the signal peak factor as one of the most important indicators of reliability.

Keywords: chaotic signals, evaluation, reliability, autocorrelation function, peak-factor
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INTRODUCTION

One of the promising areas for improving informa-
tion transmission systems is the use of the theory of
dynamic chaos [1-7] in message coding. Improving
the characteristics of a communication channel is
based on its properties, one of which is high sensitivi-
ty to small changes in initial conditions. This property
is fundamentally important for increasing the reliabili-
ty and secrecy of data transmission in systems. By
changing the initial conditions and rules for generat-
ing chaotic signals (CS), it is possible to synthesize
a very large number of various code sequences that
meet certain requirements for various indicators. For
instance, a number of publications [3—20] offer a par-
tial or insufficient examination of the characteristics
of CS synthesized with different chaotic signal gene-
rators (CSG). Important reliability indications like the
value of the maximum side peaks of the autocorrela-
tion (ACF), the value of the peak factor, etc., are often
overlooked when utilizing CS in electromagnetic data
transmission systems. In addition, despite the abun-
dance of literature on this topic, there are very few
studies in which an organized study of a wide range of
CSG was carried out by means of any reliability pa-
rameters (even if two or three). Based on this, further
research on this topic is necessary.

The purpose of this article is to select CS synthe-
sized using various CSG to ensure reliable data trans-
mission in a communication channel, applying relia-
bility indicators.

The objective of this article is a comparative analy-
sis of CS synthesized using various CSG. Analysis is
carried out using the maximum side peak of the ACF
and the peak factor.

CSG USED FOR PRESENTING DATA

It is known [3-6, 21] that there are currently
a huge number of CSG. Based on the mathematical
expressions describing these generators, it is possible
to distinguish the following types of CSG [3-6, 21].

1. CSG is described by a first-order difference eq-
uation

X1 =S (@05 %),

where f; is a function that determines the type of pre-
senting, xo is the initial time, @, is a control parameter,
xi is the current value of the generator. In what fol-
lows, we will denote such CSG as 1D.

2. CSG is described by a second-order equation

xl'+] = f(xl"yi)a
Yia = g(x;, ;)
In what follows, we will denote such CSG as 2D.

3. CSG is described by an ordinary differential eq-
uation of the form

dx]-
d—t'zfj(xl,xz,...,xn),

where j =1, 2, 3, ..., N. In what follows, we will de-
note such CSG as 3D, 4D, etc.

We will conduct research on CS synthesized using
various CSG described by the classification given
above. The selection of generators was carried out
using recommendations from sources [3—7]. As a re-
sult, 33 different CSG were selected. 100 sequences
were generated for each of the CSG to conduct expe-
riments using simulation modeling methods [7, 9, 14,
16, 22, 23]. Such initial conditions and values of the
control parameters of the CSG were selected at which
the forming CS have the maximum positive Lyapunov

exponent value Ay, > 0.

To assess the properties of the generated CS, the
following reliability indicators were used [1-7, 12, 15,
17, 19, 20]: the value of the maximum side peak of
the ACF and the value of the signal peak factor.

It is known [1-7, 12, 15, 17, 19, 20] that the auto-
correlation of a signal is described by the following
expression:

R(r)= T S(z)S(¢t—r7)dt, (1)

where 1 is the value of the time shift of the signal.

The ACF is one of the most well-known indicators
of the reliability of the signal transmission process.
Usually, it describes the degree of relation (correla-
tion) of the signal S(r) with its copy, shifted by 7 along
the time axis. If the signals are normalized, then the
ACF of the signals usually consists of a central peak
with an amplitude equal to 1, and side peaks with
a smaller amplitude. The amplitudes of the side peaks
can take different values, but for signals with good
correlation properties they are small, i.e., significantly
less than the amplitude of the central peak [1, 2, 5, 7].
When such side peaks of the ACF occur, the noise
immunity of the reception of such signals deteriorates,
since in this case the receiver must distinguish be-
tween the main (central) and maximum side peaks of
the ACF.

Another indicator of the data transmission reliabili-
ty in systems is the peak factor of the signals [12, 14—
17]. An increased value of the peak factor limits the
values of the energy efficiency of the transmitting de-
vice, reduces the noise immunity of reception, and
complicates and increases the cost of the equipment
used. The peak factor of the signal is calculated using
the expression:



U
p=ne @)

where Uy is the maximum signal value, o is the root-
mean-square value of the signal.

Tab. 1 presents the described indicators and the
corresponding requirements [1-7, 12, 15, 17, 19, 20]
for the signals used.

Tab. 1. Names of reliability indicators and the re-
quirements they impose on the signals used

Based on the works [1-20] and the methodological
recommendations from [24], we can formulate the
problem of selecting a CSG-synthesized CS. We take
into account the indicators of the maximum side peak
of the ACF and the peak factor to ensure reliable data
transmission. The formulation sounds as follows: to
ensure reliable data transmission using a CS, it is ne-
cessary to employ the criterion K for assessing the
reliability of the CSG-synthesized CS. The criterion is
a tuple:

K =(R(r), P), 3
R(r)<0.3, P<4.0,
where R(7) is the value of the maximum side peaks of
the ACF, P is the peak factor of the code sequences.

ASSESSMENT OF THE DESCRIBED GCS

Based on expressions (1), (2) and taking into ac-
count the works [1-7, 12, 15, 17, 19, 20], the authors
calculated the values of the maximum side peaks of
the ACF and the peak factor of various CS generated
using simulation modeling methods.

Tab. 2 shows the results obtained, taking into ac-
count the criterion described by expression (3). As can
be seen from Tab. 2, not all of the studied CSG-
synthesized CS are ideal for data transmission sys-
tems. In particular, a comparative analysis of the stu-
died CSG-synthesized CS, according to the criterion
described by expression (3), allows us to distinguish
three groups of such generators.

1. Satisfying the requirements: such CS mainly in-
clude many CS of the 1D and 2D types.

2. Partially satisfying the requirements: such CS
include most of the studied CS of the 2D, 3D and 4D
types, including classical CS (Henon map, Lorenz
attractor, etc.). Partial satisfaction of the requirements
is understood as the proximity of the properties of the
CS generated under certain initial conditions and val-
ues of the control parameters of the CSG to the re-
quirements. When using such CSG in systems, it is
necessary to pay attention to their properties and se-

lect such initial conditions and values of the control
parameters of the CSG, under which the forming CS
have the required characteristics. Moreover, some of
these CSG have characteristics that are quite close to
the requirements put forward, for example, the Gauss
map, Henon map, hyperchaotic systems, etc.

3. Not meeting the requirements: such CSG are not
recommended for use in data transmission systems
(examples of such CSG are given in Tab. 2)

Tab 2. The outcomes of the computations performed
utilizing the standard denoted by expression (3)

CONCLUSION

Thus, in this paper, the selection of CSG-
synthesized CS for ensuring reliable data transmission
is carried out using reliability indicators. It is noted
that in numerous studies, for example [3-20], a relia-
bility indicators-related analysis of the properties of
CSG-synthesized CS is incomplete or partial. The
types of CSG [3-6, 21] described by various mathe-
matical expressions are given. Using simulation mod-
eling methods [7, 9, 14, 16, 22, 23], 100 sequences
were generated for each of the selected CSG. To as-
sess the properties of the generated CS, the value of
the maximum side peak of the ACF and the value of
the signal peak factor were used as some of the most
important reliability indicators [1-7, 12, 15, 17, 19,
20]. Their mathematical description and the require-
ments for the signals used are given. We give a for-
mulation of the problem of selecting CSG-synthesized
CS to ensure reliable data transmission using the max-
imum side peak of the ACF and the peak factor. Its
mathematical definition is given in the form of a crite-
rion described by expression (3). Calculations of the
values of the maximum side peaks of the ACF and the
peak factor of various CS generated using simulation
modeling methods are performed. The results ob-
tained, taking into account the criterion described by
expression (3), are given in Tab. 2. A comparative
analysis of the studied CSG-synthesized CS using the
criterion described by expression (3) made it possible
to divide them into three groups: satisfying the re-
quirements, partially satisfying, and not satisfying.
Based on the obtained data, the choice of CSG-
synthesized CS for ensuring reliable data transmission
was carried out using the maximum side peak of the
ACF and the peak factor. A brief description of the
obtained results is given. It is shown that, in addition
to the CS that fully satisfy the requirements (many
CSG of 1D and 2D types) and those that do not satisfy
them, there is a large group of various GCS (most of



the studied CSG of 2D, 3D and 4D types, including
classical CSG), which partially satisfy the require-
ments. It is noted that using such CSG in data trans-
mission systems implies paying attention to their
properties and selecting such initial conditions and

values of the CSG control parameters at which the
forming CS have the required characteristics.



