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IHOCTPOEHHUE OBOBIIEHHOI'O KPUTEPUSA OLEHKH
KAUECTBA KPUIITOCTOMKNX KOJOBBIX
MOCJIEJOBATEJBHOCTEM, UCITOJIb3YEMBIX B 3AIMIIEHHBIX
BECHIPOBOJHBIX CUCTEMAX CBA3U

IIpoBeneH aHanMM3 CTaTHCTUYECKUX METOMOB OLIEHKU KPHUINTOCTOMKOCTH KOJIOBBIX NMOCIEA0BATEIbHOCTEH, UCIIONb-
3yeMBIX B 3alUIICHHBIX OECIIPOBOJHBIX CUCTEMAaX CBSI3H, KOTOPBIH MMOKa3ajl, YTO B U3BECTHBIX pPabOTax He Mpej-
JIO)KEH YHUBEpcanbHbIM noka3atens kauecTBa (ITK) omeHkM KpUNTOCTOHKOCTH KOAOBBIX MOCIEIOBATENBHOCTEH.
OtMmeueHo, 4to B kauectse [IK a5 olleHKH KpUNTOCTOMKOCTH KOAOBBIX MOCIEOBATENBHOCTEH C MOMOIIBIO CTaTH-
CTHYECKUX METOJIOB IIesieco00pa3Ho chopmupoBats kominieke [TK. B yka3aHHBIH KOMITIEKC HYKHO BKIOUYHTH 1K,
yxke onucanHble B uctoynnkax. ChopmupoBannsiii komruieke [1K, Mo MHEHHIO aBTOPOB, TO3BOJHT Oojiee TOHHO
OLIEHUTh KPHUITOCTOMKOCTh KOJIOBBIX IOCIEIOBATEILHOCTEH, NCTIONB3YyEMBIX B 3alIUIICHHBIX OCCIPOBOMHBIX CHC-
TeMax cBs3u. Pazpaborannsiit kommuieke 11K chopmupoBan kak enuHBINH KOPTEXK, ONMMCHIBAEMBIA CPOPMYyITHPOBaH-
HBIM BBIPDOXCHHEM, KOTOPBIH MOXKET CIyHTh 00OOLICHHBIM KPUTEPHEM OLICHKH KPHNTOCTOHKOCTH KOMOBBIX ITO-
cienoBarenbHocTeld. OTMEUEHO, YTO B M3BECTHBIX PadOTax B SIBHOM BHJE TaKOW KOPTEX He mpexacrasieH. [Ipose-
JleHa MOJIepHHU3allMs OMUCHIBaeMOro koprexxa ¢ yueroM 11K, oTBedaronux 3a Hae)KHOCTb. Y CTaHOBJIEHO, YTO MPU
UCIIOJIb30BaHUH B 3aIUIICHHBIX OCCIPOBO/IHBIX CUCTEMAaX CBS3M KPUITOCTOWKMX KOJIOBBIX IOCJIENOBATEIBHOCTEH
HeoOxoauMo oOpamiate BHUMaHie Ha 3TOT Komiuieke [TK. ChopmupoBanHblii 0000IIEHHBINH KPUTEPUIT OLIEHKH Ka-
YecTBa TO3BOJIUT MOBBICUTH TOYHOCTH OIIEHKH KPHUIITOCTOMKOCTH KOJOBBIX MOCJIEI0BATEIBHOCTEH MPH UX UCIIONb-
30BaHMH B 3AINUIICHHBIX OECIPOBOAHBIX CHCTEMAX CBSI3H.

K. cn.: moka3arenu OIICHKH Ka4€CTBa, 3allIMIIICHHBIC 6€CHPOBOHHBI€ CHCTEMBI CBA3H, KOJJOBBIC
IoCaCaA0BaTCIbHOCTH, KpHHTOCTOﬁKOCTB, CTaTUCTHUYCCKUEC MCTOJbI OLICHKHU

BBEJEHUE

CoBpeMeHHbIE 3alUIIEHHbBIE OECIPOBOJHBIE CHC-
TEMBI CBSI3U JIOJDKHBI YCTOWYHMBO (PYHKIIMOHHPOBATH
B YCJIOBHSX JISCTAOMIM3UPYIONIMX BHEIIHUX BO3JCH-
CTBUM, HapUMeEp IPH INEepexBaTe TPEThEH CTOPOHOMI
MepeIaBacMbIX CUTHAJIOB WU TMPU PaJAUOIICKTPOH-
HOM TIOJIaBIICHWW CHTHajla. JTO OO0yCIaBIMBAaeT TO-
CTOSIHHOE COBEPILIEHCTBOBAHUE METOJOB MOBBIIICHUS
3alIMIIEHHOCTH OECTIPOBOIHBIX CHCTEM CBSI3H, TI03BO-
JSIOLIMX YBEJIIUMYUTh YPOBEHb AlPUOPHOM Heompese-
JICHHOCTH TapaMeTpOB U XapaKTEpUCTHK IepesaBae-
MbIX curHaioB [1-8]. Cpeau moaxomoB NMpOTUBOIEH-
CTBUSI 0CO0O BBIJCIISIOTCS KpUIITOTpauuecKkue MeTo-
Il 3alTUTHl MHPOPMAITUA W TEXHOJOTUH HAa OCHOBE
nepenaun 1rymonono0ueix curHanos (LUIIC). TIpu
WCIOJb30BAHUK KPUNITOrPaQUIECKUX METOJIOB 3alllU-
Thl WH()OPMAIIMK WM TEXHOJOTHH Tepe/layd CHUTHa-
noB Ha ocHoBe LIIIC Ba)XHO KOPPEKTHO OCYIIECTBUTH
BBIOOp Ka4yeCTBEHHBIX KOJOBBIX MOCJEIOBATEIHHO-
CTEl, C IOMOLIbIO KOTOPBIX MPOHUCXOAUT Hpeodpa3o-
BaHHUE TiepeaaBaeMoil mH(popMauu K BUIY, KOTOPBIi
HE CMOXET IMPOYUTATh HEABTOPU30BAHHBIN MOIB30Ba-
Tenb. Takum oOpa3zom, 3ajava OIEHKH KayecTBa MpH-

MEHSIEMBIX B 3alIUIIEHHBIX OECIPOBOJHBIX CHCTEMAaX
CBSI3U KOJOBBIX IIOCITIEAOBATEIHLHOCTEH, O€3YyCIOBHO,
SIBJISIETCSI aKTYaJbHOM.

B Hacrosiee Bpemsi aHaJIU3 KOJIOBBIX IOCJEI0Ba-
TENBHOCTEH, TPUMEHICMBIX B 3alUIIEHHBIX Oecrpo-
BOJHBIX CHCTEMaxX CBSI3M, BO3MOXXHO IPOBOJIUTH
C MOMOIIBIO Pa3IUYHBIX METOIUK. BOJNBIIMHCTBO HC-
clefoBaTeNel MmojaratoT, YTo OJHUM M3 MEPBUYHBIX
MoKasareyied ABIAETCS KPUITOCTOMKOCTh KOIOBBIX
MOCJIEIOBATEIBHOCTEH, HCIONb3YEMBIX B 3alIMILCH-
HBIX OECTPOBOMHBIX cucTeMax cBs3u [1-8]. OObIHO
MO/ KPUITOCTOMKOCTBIO KOZOBBIX IMOCIIEI0BATEIBHO-
CTel TTOHMMAETCSI MX CTOMKOCTh K HapYIIEHUIO 0€30-
MAaCHOCTH, KOTOPAasl XapakTEepU3yeTcsl pAIOM IOKa3a-
tened kauectBa (IIK), cpemm KOTOpBIX YacTo BbIE-
nsitotes cnenytomue [ 1-8]:

1. Ha ocHOBE M3BECTHOM KOHECYHOH YaCTH KOJIOBOM
MOCJIE0BATEILHOCTH HEBO3MOKHO OIPENEIUTh Kak
€€ NOCIEAYOIIUN 3IIEMEHT, TaK U IIPEAbLIY IUNA.

2. HeoTnm4uMOCTh CTaTHUCTHYECKUX CBOMWCTB Te-
HEPUPYEMBIX KOJOBBIX MOCIEAOBATEIBHOCTEN OT aHa-
JIOTUYHBIX CBOWCTB MCTHHHO CIy4ailHOM mocienoBa-
TEJIBHOCTH.

3. Bonpmio# mepuo mocaea0BaTeIbHOCTH.
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4. He3nauuTteabHOE M3MEHEHHE HAYaJbHBIX YCIIO-
BUI JOJKHO NMPUBOJUTH K CYIIECTBEHHOMY HENpE.-
CKa3yeMOMY H3MEHEHUIO BBIXOJHOW KOJOBOW mocie-
JIOBaTCILHOCTH.

HecmoTpst Ha TO 4YTO OLIEHKa KPUIITOCTOHMKOCTH
KOJIOBBIX IMOCJEIOBATENbHOCTEN 10 CUX MOP SIBISIETCS
CIIO’KHOM 3a7aueid, Takas OIl€HKa IT03BOJISIET BLIABUTH
BO3MOJKHBIE N1e(heKThI B crtocobe (pOpMHUpPOBAHMS T10-
CJIeI0BATEIBbHOCTH U OLEHUTH MPUEMIIEMOCTh C TOUKHU
3pEHUS YCTOWYMBOCTH IOCIICOBATEIIBHOCTH K pac-
KPBITHIO 3J0yMBbIIIICHHUKOM. [losToMy panbHeiiue
WCCJICJIOBAHUS B yKa3aHHOW 00OJIACTH SIBJISIOTCS BaX-
HBIM HaIlpaBJeHHEM OOecTieueHHsl 3aiuThl HHopMa-
MU, TIepeIaBacMOi C MOMOIIBIO OECIIPOBOIHBIX CHC-
TEM CBS3H, W TpeOyIoT mampHeiimei mpopaborku [1—
8].

Llenpro JaHHOI CTaThU SABJISETCS MOBBINICHHE TOY-
HOCTH OLEHKH KPUIITOCTOMKOCTH KOIOBBIX IMOCJIENO0-
BaTEJILHOCTEH, HCIIOJIb3YEMBIX B 3allMIICHHBIX Oec-
MPOBOJHBIX CHCTEMAaX CBSI3H, 3a CUET IPUMEHEHUS
BBISIBJICHHOTO 0000IIEHHOTO KPUTEPHSL.

3agauell JAHHOM CTAaTbU SIBISIETCST IOCTPOCHHE
0000IIICHHOTO KPUTEPUsl OIICHKH KAadeCTBa KPHUITO-
CTOMKHMX KOJIOBBIX ITOCJIE€IOBATEIBHOCTEH, HCIIOJIb-
3yeMBbIX B 3allIUIICHHBIX OECHPOBOJIHBIX CHUCTEMax
CBSI3W, HA OCHOBE CTAaTUCTUYCCKUX OICHOK KPHIITO-
CTOHKOCTH.

OCHOBHASA YACTH

Cornacuo [1-9], cymecTByOmue METOABI OIICHKU
KPHUITOCTOWKOCTH KOJIOBBIX TOCIIEIOBATEIbHOCTEH,
HCIIOJIb3YEMbBIX B 3alIUIIECHHBIX 6CCHp0BOI[HI)IX CHC-

A. A.TABPUIIEB, /JI. JI. OCUIIOB

TeMaX CBS3W, BO3MOXKHO Pa3JICIUTh Ha JIBE OOJBIIHE
TPYIIbI: AaHATUTHYECKUE METOJBI U CTATUCTUYCCKUE
METO/TBI.

AHaTUTUYECKUE METOJBI TO3BOJSIOT MOIYYHUTh
XapaKTEPUCTUKN CUCTEMBI KaK HEKOTOPYIO (PyHKIIHIO
napaMeTpoB ee paboTel. OOBIYHO aHATUTHYECKAS MO-
JIeNTb TIPEJICTABISET COBOKYIMHOCTh MaTeMaTHYECKHUX
BBIPQXCHUN W OTHOIICHUH, MPHU PEIICHUH KOTOPBIX
MOJIy4alOT MapaMeTpbl, HEOOXOIUMBIC JUIsl OLEHKU
HCCIIelyeMoi cucTeMbl. YacTo TakuMU mapaMeTpamMu
BBICTYTAIOT BEPOSTHOCTHBIC WM HHBIE XapaKTepu-
CTHKH.

CratucTuyeckue METOAbl OCHOBAaHBI Ha KOMIIBIO-
TEPHOM BOCIIPOM3BEACHUM MOJCIICH, HMHUTHPYIOITHX
MOBEJICHUE PEATbHBIX 00BEKTOB, ITPOLIECCOB M CHCTEM
BO BPEMEHH B TCUCHUE 33aJIaHHOTO IEPHUOJa U MHOTO-
KpaTHO TOBTOPSEMBIX MJIS MOCIEeRyIONIed CTaTHUCTH-
YecKol 00pabOTKHM TMOJYYEHHBIX JAHHBIX C LEJIbIO
MOATBEPXKACHUS WX ajekBaTHOCTH. C IMEeNbio ympo-
IICHHUS B JNAJIbHEUIINX HCCICIOBAHUSIX aKICHTUPYEM
Oomnee TOoAPOOHO BHUMAHHWE HA CTATHUCTUYCCKHUX Me-
TOAAaX OLECHKU KPUIITOCTOMKOCTU KOJOBBIX IOCIEIO-
BaTesibHOCTEH. B HacTosIee BpeMs uccieaoBaTelsIMu
MPEUIOKEH IMUPOKUN CIIEKTP CTATUCTUYECKUX METO-
JIOB OIICHKHA KPHUOTOCTOMKOCTH, OJTHAKO CPEIH HHUX
HeT yHuBepcaiabHOro IIK — oneHku KpunTocTomko-
CTH KOJIOBBIX MOCJIEIOBATEIHFHOCTEH.

B Tabn. 1 mpuBeneHs MIMPOKO pacpocTpaHeHHbIE
[IK, npumensemsie B cucteMax cBsizu ¢ LIIIC [1-5, 7,
8, 10-14]. C momommpio manHbix IIK mpoBommrtes
OIICHKA KPHUMNTOCTOMKOCTH KOJOBBIX MOCIEAOBATEIb-
HOCTEH, HCIOJIB3YEMBIX B OECIPOBOJHBIX CHCTEMAax
CBSI3U.

Taou. 1. [Tpumeps! I1K, npumensieMble MpU OLEHKE KPUNTOCTOMKOCTH KOJOBBIX MOCIEI0BATENBHOCTEN
C TIOMOIUIbIO CTATUCTUYECKUX METOJOB OLIEHKH, OMMCaHHBIE B TpyAax 1o cuctemaM cBsizu ¢ LHITIC

Ne TIK xog0BBIX MOCEIOBATEIFHOCTEH O0o3HaueHne TpeboBanue
1 | 3nauenne GOKOBBIX IMMKOB aBTOKOP- Ramax(7) KomoBeie nocaemoBaTeIbHOCTH
pensunonHoit pynkuuu (AKD) JIOJDKHBI 00J1a1aTh MUHUMAaJIbHBIMU
OokoBeIMHU IHKaMu AKD
2 | 3HayeHue OOKOBBIX ITMKOB B3aUMO- Remax(7) KonoBsle nociegoBaTenbHOCTH
KoppemsnroHHoi GyHkuuu (BKO) JOJKHBI 00J1a1aTh MUHUMAaJIbHBIMUA
OokoBbIMHU ITMKaMu BK®
3 | KonnuectBo (0] KonnyecTBO KOIOBBIX OCIEN0BA-
TENBLHOCTEN JOIKHO OBITH IOCTATOY-
HO BEJINKO
4 | HnmuHa N KonoBsie mocienoBaTeIbHOCTH
JIOJDKHBI 00J1a1aTh MaKCUMAaJILHOMN
JUTHHOM
5 | JIuneiHas ci10XKHOCTD L Konosrle nmociienoBaTeIbHOCTH
JIOJDKHBI 00/1a1aTh JIMHEWHOM CIIO0XK-
HOCTBIO, PABHOW OOJIBITIC TIOJIOBHHBI
JUIMHEBI ITOCIEIOBATEILHOCTH
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Ta6u. 2. [Tpumeps! 11K, npuMeHseMble IPH OIEHKE KPUMTOCTOWKOCTH KOIOBBIX ITOCIEA0BATEILHOCTEH C IOMOIIBIO
CTaTHCTHYECKUX METOIOB OLIEHKH, TPEICTABICHHBIX B IIAKeTE CTAaTUCTUYECKUX TecToB NIST

Ne IIK x0m0BBIX MOCIEA0BATEIIHLHOCTEN

O003HaueHne

Tpeboanue

1 | YacTtoTHbIi (MOHOOUTHBIH TECT) Ty

B K010BBIX IIOC/IEAOBATEIBHOCTAX YUCIIO
€AMHUI TPUOTU3UTEIBHO JOKHO OBITH PaB-
HO YHCIy HyJeH

2 | bio4HbI TeCT HAa YacTOTY T,

B K070BBIX TIOCTIETOBATENFHOCTAX KOJIHMYECT-
BO HyJIEH JTMO0 eIMHHL BHYTPHU 7-OUTHBIX
OJIOKOB JTOJKHO OBITH MPIMEPHO OJIMHAKOBBIM

3 | TecT Ha cepuUHHOCTD T3

B KOZOBBIX TIOCTIEIOBATENBFHOCTAX TOIKHO
OBITh MUHMMAJIBHOE OTKJIOHEHUE YHCiia Cepuit
W3 eAVHUIL (U3 HyJel) pa3IuuHON JUIHHBL,

B YaCTHOCTH, YaCTOTHI YePEIOBAHUS CAMHUL]
U HyJIed

4 | Tect Ha ATUHHEHTITYIO CEPHUIO Ty
eIVHUIL B OJT0Ke

B K010BBIX ITOCIIEA0BATEILHOCTIX HE JOLKHO
OBITH OTKJIOHEHHSI OT TCOPETHIECCKOTO 3aKOHA
pacmpenenacHus MaKCUMAabHBIX JUIUH CepUil
€IMHMAIL

5 | Tect mpuOAM3NTENBEHON SHTPOTIHH Ts

KomoBeie mocnegoBaTenbHOCTH HE TOIKHBI
HUMETH CBOICTB PETYJIAPHOCTH

B Oosee mo3auux nyOnukarmsx [7, 15—18] noka-
3aHO, YTO OJJHMUM M3 CaMBIX BOCTPEOOBAaHHBIX HAIlpaB-
JIEHHUH B 00J1aCTH CTaTUCTHYECKUX METOJOB OLIEHUBA-
HUS KPUIITOCTOWKOCTH KOJIOBBIX ITOCIICIOBATEIIBHO-
CTEH, UCIOJB3YEMBIX B 3alUIIEHHBIX OCSCIPOBOIHBIX
CHCTEMax CBSI3H, SBJISACTCS NMPUMCHECHHUE CTAaTHCTHYC-
ckux TectoB. Cpenu HuX BbAensA0Tcs tectol . Kuy-
ta, dichard, NIST u ap. M3 npencTaBieHHBIX TECTOB
HauboJiee MOMYJSPHBIM SBJISETCS MaKeT CTaTHCTHYe-
ckux TectoB (IICT) NIST, koTopelli HaXOIUT IIHPO-
KO TIPUMEHEHHE B MPAKTHIECKON JACATCIHHOCTH.

C 1enpi0 COKpaIreHus BPEMEHHBIX W BBIUUCITH-
TEJBHBIX 3aTpaT B KAYECTBE TECTOB JUIS OIEHKH KPHII-
TOCTOMKOCTH KOJOBBEIX ITOCJIENOBATEIBHOCTEH, BKIIIO-

yeHHbIX B [ICT NIST, 00bIlYHO BBIOMPAIOTCSI TECTHI,
npecTaBieHHbIe B Ta0d. 2 [7, 15-18].

KaxnpiM cTaTUCTUYECKUM TECTOM, NpeCTaBJICH-
HBIM B TabJI. 2, pemraercs 3ajava IpOBEPKH THITOTE3HI
0 KPHUIITOCTOMKOCTH BXOJHOM KOZOBOW MOCIEI0Ba-
TETBHOCTH (HYyJIeBasg TUIOTE3a) MO0 aJbTepHATHBHAS
TUIoTe3a (KOJ0Bas MOCIIEIOBATEIFHOCTD HE SBIICTCS
KPUITOCTOUKOH).

Eme ogHuM MHCTpYMEHTapueM AJis OLICHKU KPHII-
TOCTOMKOCTH KOJIOBBIX TIOCIEAOBATEILHOCTEH, HC-
MOJIB3YEMBIX B 3alTUIICHHBIX OCCIpPOBOAHBIX CHCTE-
Max CBS3H, SIBJISIETCS TEOPHsS HEIMHEHHOW NUHAMHUKHU
[15, 16, 19-23]. B Tabn. 3 mepedncieHsl HEKOTOpPEIE
u3 Takux [TK.

Ta6u. 3. [Tpumeps! 11K, mpuMeHsieMble IPH OIEHKE KPUMTOCTOWKOCTH KOJOBBIX ITOCIIEA0BATEIFHOCTEH C TIOMOIITHIO
CTaTUCTHYECKUX METOAOB OLEHKU Ha OCHOBE TEOPHU HETUHEHHOW TMHAMUKHU

Ne TIK xog0BBIX MOCIEI0BATEILHOCTEH O003HaueHne TpeboBanue
1 MakcuManbHBIN TIoKa3aTenb JIAmy- | Apax KomoBble mociie1oBaTeIbHOCTH JOKHEI 00-
HOBa JIajaTh MaKCHUMAJIbHBIM IT0J0KUTCIbHBIM
nokaszaresieM JlsamyHosa
2 | Iloka3zatens XepcTa H KonoBble mocnenoBaTebHOCTH JOKHBI 00-

JajaTh nokazarenem Xepcra, paBHbM (.5

w(e)

3 BDS-cratuctuka

KooBsle 1mocneroBaTeIbHOCTH JOJKHEL 00-
JagaTh 3HadenneM BDS-cTraructuku Huxe,
YEeM YCTaHOBJIECHO ISl COOTBETCTBYIOIIETO
KJIacca KOJIOBBIX ITOCJIEA0BATEIbHOCTCH
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Ha pmanmmeiit  moment IIK, mnpencraBieHHBIC
B Tabn. 3, He HAIUIM OIMPOKOTO IMPHUMEHEHUS s
OIICHKH KPHUITOCTOMKOCTH KOJOBBLIX TOCIEI0BATEIb-
HOoCcTel. OHAKO WX WCIIOJIb30BAaHHE JUIST YKa3aHHBIX
ueseil sBIsSeTCs NEPCIEKTUBHBIM, T.K. OHU MTO3BOJISIIOT
pasnu4aTh CTPYKTYPY KOMOBBIX IIOCJIECIOBATEIHHO-
CTeH U IPOBOJIUTH MX KIIACCU(UKAIIHUIO.

[IpoBenennsiit ananu3 aurepatrypsl [1-8, 10-23]
MoKa3bIBaeT, yTo B kauectBe 11K 15 oneHku kpunro-
CTOMKOCTH KOJOBBIX IOCIIEIOBATEIBHOCTEH C TIOMO-
U[bI0 CTATUCTUYECKUX METOJOB OLIEHKH KPUIITOCTOU-
KOCTH 1ieliecooOpa3Ho copmupoBarh kominiekc T1K.
B ykazaHHBI KOMIUIEKC IIEI€CO00pa3HO BKIIOUUTH
IIK, ommcannbie B Tabn. 1-3. CdopmupoBaHHBIN
komrimieke 1K, mo MHEHHIO aBTOPOB, TTO3BOJIUT OoJjIee
TOYHO OLICHUTh KPUIITOCTOMKOCTh KOJOBBIX IOCIEH0-
BaTEJILHOCTEH, MCIIOJIb3YEMBIX B 3allMIICHHBIX Oec-
MpPOBOJHBIX cHUcTeMax CBs3U. [IpeacraBieHHbIE
B Tabn. 1-3 IIK BO3MOXHO OOBEIUHUTH B €IUHBII

A. A.TABPUIIEB, /JI. JI. OCUIIOB

KOPTEXK, KOTOPBIH MOXKET CIYKUTh OO0OOIIECHHBIM
KpUTEpUEM OIIEHKH KPUITOCTOWKOCTH KOIOBBIX IIO-
CIeIoOBaTENbHOCTEH. 3aMeTUM, UYTO B U3BECTHBIX
paborax [1-8, 10-23], B KOTOPBIX HCCIEAYIOTCS BO-
MIPOCHI OIIEHKU KPUIITOCTOMKOCTHU KOJOBBIX MOCJIEA0-
BaTEIHLHOCTEH, WCITOJIB3yEMBIX B 3alUIICHHBIX Oec-
MPOBOJIHBIX CUCTEMAax CBSI3U, B SBHOM BHUJE TaKOH
KOPTEX HE MPEICTaBIIEH.

[To anamorum ¢ pabotoii [3] u COTIIaCHO METOAH-
YECKUM PEKOMEHJIAIUAM U3 paboThl [24], BBITHUIIEM
coJiepKaTeNbHYI0 (OPMYJIMPOBKY 3a7addl TOBBIIIIE-
HUS 3aIIUIICHHOCTH (DYHKIIMOHUPOBaHUSI OECIPOBOJI-
HOM CHCTEMBI CBS3H. J[J151 TOBBIIICHUS 3aNTUIIICHHOCTH
(YHKIIMOHUPOBaHUsI OCCIIPOBOJAHON CHUCTEMBI CBS3H
MPH KCIOJb30BAaHHHM KPUIITOCTOMKMX KOJJOBBIX IIO-
CIIEJIOBATEIBHOCTEH  HEOOXOAMMO  ONEpUPOBaTh
00O0OIICHHBIM KPUTEPUEM OILICHKUA KadyeCTBa TaKUX
MOCIIeI0OBATENIbHOCTEH, OCHOBAHHOM Ha CTaTHCTHYE-
CKHUX OIICHKaX W MPeACTaBISAIONMM co00ii kopTex (1):

<RAmax (T)’ RCmax

B KOTOPOM:

RAmax (T) < RAmaX()un (T)’ RCmax

(t)<R

(1), O, N, L, T,,T,, T, T,, Ty, A, H, 0(€)), (1)

(t), O— max,

Cmax don

N —> max, L>%, T, 0.5, T, >0.5, T, >05, T, > 0.5,

I, > 0.5, A4, > max, H—>0.5, ow(e)<a,, (&)

3)16013 RAmax(T): RCmax(T)a Q, N, L — HK, npeacras-
nennsle B Tabn. 1; Ty, 15, T3, T4, Ts — I1K mmo Tabm. 2;
Amaxs H, () — IIK 10 Tabm. 3; Ramax 0on(t) — HOTMYyC-
THMOE 3HadeHHEe OOKOBBIX TUKOB AK®D, Rcpax gon(T) —

JlOTIOTHUTENTEHO K 3TOMY MOJIEPHU3YEM TMPEACTAB-
neHHblt kopTex ¢ yderoM IIK, oTBewarommx 3a Ha-
nexuocts [3, 10, 12, 25, 26], B 4aCTHOCTH, ITHK-
(hakTOpa KOMOBBIX IOCIEOBATEIBHOCTEH p U BHIOPO-

JIOTyCTUMOE  3Ha4YeHHe OOKOBBIX mUKOB BK®, COB HX aMIUIMTYJIHO-4aCTOTHBIX CHEKTpoB G(w),
Woon(€) — nmomyctumoe 3HaueHnMe BDS-cratnctuky K ciemyronieMy OKOHYaTeIbHOMY BUAy (2):
KOJIOBBIX TIOCTICOBATEILHOCTEH.
<RAmax(T)5 RCmax(T), Qa N, La ﬂa Tza T3, T;U T5, ﬂ’max’ H’ (0(8), ,0, G(U))>, (2)
rae
RAmax (T)< RAmaxOon (T)’ RCmax (T) < RCmaX()un (T)’ Q - max,

N —> max, L>%, T, 0.5, T, >0.5, T, > 0.5, T, > 0.5,

T, > 05, 4, > max, H—>05, w(¢)<w,, (€), p<p,, G@)<G,, (®).

31eck B JOMONIHEHHE K TokazarensMm 1o (1) mpu-
CYTCTBYIOT p — MHUK-(QAaKTOp KOAOBBIX IIOCIIEIOBa-
tenpHOCTEH, G(w) — BBHIOPOCHI  aAMIUIUTYIHO-
YAaCTOTHBIX CIEKTPOB KOJIOBBIX TIOCIIEOBATEIBHO-

CTEH, Poon — JOMYCTUMBIA MUK-(AKTOP KOJOBBIX IO-
cienoBarenbHOCTeH, Gy,n(w) — MOMYyCTUMBIC BBIOPO-
Chl aMIUTUTYJHO-9aCTOTHBIX CIIEKTPOB KOJOBBIX TIO-
CJIEIOBaTEIbHOCTEH.
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[TOCTPOEHHME OBOBIIEHHOI'O KPUTEPUA OLIEHKU KAYECTBA

3AK/JIIOYEHHUE

B Hacrodmee BpeMs B HayuHOU nureparype [1-8,
10-23] mmpoKo MPEeACTaBICHB CTAaTUCTHYECCKUE Me-
TOJBI OLEHKN KPUNTOCTOMKOCTH KOJOBBIX IOCJIEOBA-
TEIBHOCTEH, NCIOb3yeMble B 3aIUIIEHHBIX Oecrpo-
BOJHBIX cHcTeMax cBs3u. OIHAaKO aBTOpaMHU yKa3aH-
HBIX MyOJMKanuii He TpeAsoKeH YHUBEPCaJIbHBIN
IIK, xoTopsIii MO3BONMI OBl OIEHUTH KPHUITOCTOMN-
KOCTb KOJIOBBIX MTOCIIEI0BATENBHOCTEH.

B nanHoii cratee npuseneHsl npumepsl 11K, mpu-
MEHSIEMBIE TIPHU OLIEHKE KPHUIITOCTOMKOCTH KOJOBBIX
MOCJIEIOBATENIFHOCTEH C TOMOIIBI0 CTAaTUCTUYECKHUX
METOJI0OB OIICHKH, OMMCAaHHBIE B TPyAax IO CHCTEMaM
cesi3u ¢ LUTIC, TICT NIST u Teopun HETMHEHHOU TU-
Hamuku (Tadn. 1-3). OtMedeHo, uyro B kadecTBe [1K
JUISL OLIEHKH KPHMIITOCTOMKOCTH KOJOBBIX IOCJIENOBaA-
TETHHOCTEH C TIOMOIIBIO CTATHCTUYECKHX METOIOB
nenecoodpasno chopmuposath komiuieke [1K. B yka-
3aHHBIA KoMILIekc cienyer BkmouuTh IIK, ommcan-
Heie B Tabn. 1-3. CopmupoBannsiii kommuieke I1K,
M0 MHEHHIO aBTOPOB, TI03BOJIUT 00Jiee TOYHO OLIEHUTH
KPUITOCTOMKOCTh KOJOBBIX IOCIIEOBAaTENBHOCTEN,
UCIIOJIB3YEMBIX B 3aIlIMIIEHHBIX OECIIPOBOJIHBIX CHC-
temax cBs3u. lIpeacraBnennsie B Tabn. 1-3 IIK Bo3-
MOXHO OOBEIMHUTH B €IMHBII KOPTEXK, KOTOPBIN
CMOXET CIYXHUTh OOOOIIEHHBIM KpPUTEPHUEM OIICHKHU
KPUITOCTOMKOCTH KOJOBBIX ITOCIIEA0BATEIBHOCTEH.
OTMeueHo, 4TO B M3BECTHBIX paborax [1-8, 10-23],
B KOTOPBIX HCCIELYIOTCS BOIPOCHI OLEHKH KPUITO-
CTOWKOCTH KOJIOBBIX IOCJIEI0BATENIbHOCTEH, HCIIOJb-
3yeMBIX B 3aIIWIICHHBIX OECHpPOBOJHBIX CHCTEMax
CBI3M, B IBHOM BH/JIE TAKOH KOPTEXK HE NMPEACTABIEH.

[Ipemnoxena comepkarenbHas (GpopMyIHpOBKa 3a-
Jaud TIOBBIICHUS 3aLIUIICHHOCTH (PyHKIMOHHUPOBA-
HUS OECIIPOBOJHON CUCTEMBI CBSI3H. J{JIsl OBBIICHHS
3alIMIIEHHOCTH (YHKIMOHUPOBAaHUS OeCIpOBOAHOM
CHUCTEMBI CBA3HM IPH HCIIOJIb30BAaHUU KPUITOCTOMKHX
KOZOBBIX ITOCIIEZOBATENBHOCTEH HEOOXOIUMO OIepH-
poBaTh OOOOLIECHHBIM KpPUTEPHEM OLIEHKH KauyecTBa
TaKWX ITOCIIE0BATENIbHOCTENH, OCHOBAHHBIM Ha CTaTH-
CTHYECKHX OLEHKaX M MPEICTABISIOMUM co00i Kop-
TeX, OmuchIBaeMblil BbipaxenueM (1). Jonoaaurens-
HO K 3TOMY IPOBEJEHA MOJEPHU3ALUs KOPTE¥kKa, OMH-
CBIBAEMOTO C TOMOIIBIO BEIpakeHus (1), ¢ yderom
[1K, oTBeyaromux 3a HaJeKHOCTb. MoaudHUIUPOBaH-
HBIH KOPTEX OMMCHIBACTCS BEIpAKEHHUEM (2).

[lo mToram mpOBEACHHBIX HMCCIEIOBAHHUNA CIIEAYET
3aKJIIOYUTh, YTO MPHU HCIIOJIB30BAaHUH B 3alUIIEHHBIX
OecTpoOBOAHBIX CHCTEMaX CBA3M KPUIITOCTOMKHX KO-
JOBBIX ITOCJIEIOBATEILHOCTEH HEO0X0ANMO O0paIuaTh
BHMMaHue Ha kKoMmiuieke 1K, ommcriBaembli BhIpake-
HueM (2). ChopmMupoBaHHBIA 0000IIEHHBIH KpUTEPUI
OIIGHKM KadyecTBa II0O3BOJHUT TMOBBICUTH TOYHOCTh
OIIEHKH KPHUIITOCTOMKOCTH KOJOBBIX MOCIIEI0BATENb-
HOCTEH MpU WX HCHOJBb30BAaHUU B 3alMLICHHBIX Oec-
MPOBOJIHBIX CHCTEMaX CBS3H.
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BUILDING OF A GENERALIZED QUALITY ASSESSMENT
CRITERION CRYPTOGRAPHIC CODE SEQUENCES USED
IN SECURE WIRELESS COMMUNICATION SYSTEMS

A. A. Gavrishev', D. L. Osipov’

'NRNU MEPhI, Moscow, Russia
NCF U, Stavropol, Russia

The analysis of statistical methods for assessing the cryptographic strength of code sequences used in secure
wireless communication systems was carried out. The analysis showed that a universal quality assessment indi-
cator (QAI) for assessing the cryptographic strength of code sequences was not proposed in the well-known
works. It is noted that it is advisable to form a QAI complex for assessing the cryptographic resistance of code
sequences using statistical methods. The QAIs previously described in the literature are to be included in this
set. The formed QAI complex, according to the authors, makes it possible to more accurately assess the crypto-
graphic resistance of code sequences used in secure wireless communication systems. To evaluate the crypto-
graphic resistance of code sequences and to serve as a generalized quality criterion, a single tuple has been de-
veloped based on the QAI complex. It is noted that a tuple is not explicitly represented in known papers. The
authors have modified the original tuple, taking into account the QAIs, responsible for reliability. The need to
pay attention to the QAI complex is revealed in the use of cryptographic code sequences in secure wireless
communication systems. The generalized quality assessment criterion will improve the accuracy of assessing the
cryptographic resistance of code sequences used in secure wireless communication systems.

Keywords: quality assessment indicators, secure wireless communication systems, code sequences, crypto resistance,
statistical methods
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INTRODUCTION

Modern secure wireless communication systems
must function reliably under conditions of destabiliz-
ing external influences, for example, when a third par-
ty intercepts transmitted signals or during radio-
electronic signal suppression. This determines the
constant improvement of methods for increasing the
security of wireless communication systems, which
makes it possible to increase the level of a priori un-
certainty in the parameters and characteristics of
transmitted signals [1-8]. Among the countermeasures
approaches, cryptographic methods of information
protection and technologies based on the transmission
of noise-like signals (NLS) stand out. When using
cryptographic methods for protecting information or
signal transmission technologies based on NPS, it is
important to correctly select high-quality code se-
quences with the help of which the transmitted infor-
mation is converted into a form that cannot be read by
an unauthorized user. Thus, the task of assessing the
quality of code sequences used in secure wireless
communication systems is certainly relevant.

Currently, the analysis of code sequences used in
secure wireless communication systems can be carried
out using various techniques. Most researchers believe
that one of the primary indicators is the cryptographic
strength of code sequences used in secure wireless
communication systems [1-8]. Typically, the crypto-
graphic strength of code sequences is understood as
their resistance to security violations, which is charac-
terized by a number of quality assessment indicators
(QAIs), among which the following are often hig-
hlighted [1-8]:

1. Based on the known final part of the code se-
quence, it is impossible to determine both its subse-
quent element and its previous one.

2. Indistinguishability of the statistical properties
of the generated code sequences from similar proper-
ties of a true random sequence.

3. Long sequence period.

4. A slight change in the initial conditions should
lead to a significant unpredictable change in the out-
put code sequence.

Despite the fact that assessing the cryptographic
strength of code sequences is still a difficult task, such
an assessment makes it possible to identify possible
defects in the method of generating a sequence and
assess its acceptability in terms of the resistance of the
sequence to disclosure by an attacker. Therefore, fur-
ther research in this area is an important area of ensur-
ing the protection of information transmitted using
wireless communication systems and requires further
study [1-8].

The purpose of this article is to improve the accu-
racy of assessing the cryptographic strength of code
sequences used in secure wireless communication sys-
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tems through the use of the identified generalized cri-
terion.

The objective of this article is to construct a gener-
al criterion for assessing the quality of crypto-strong
code sequences used in secure wireless communica-
tion systems based on statistical estimates of crypto-
graphic strength.

MAIN PART

According to [1-9], existing methods for assessing
the cryptographic strength of code sequences used in
secure wireless communication systems can be di-
vided into two large groups: analytical methods and
statistical methods.

Analytical methods make it possible to obtain the
characteristics of a system as a certain function of its
operating parameters. Typically, an analytical model
represents a set of mathematical expressions and rela-
tionships, the solution to which yields the parameters
necessary to evaluate the system under study. Often,
these parameters are probabilistic or other characteris-
tics.

Statistical methods are based on computer model-
ing of the behavior of real objects, processes, and sys-
tems over a given period of time and repeated repro-
duction of behavior for statistical processing of the
obtained data in order to verify their adequacy. For the
sake of simplification, we will focus in more detail on
statistical methods for assessing the cryptographic
strength of code sequences. Currently, researchers
have proposed a wide range of statistical methods for
assessing cryptographic strength, but among them,
there is no universal QAI for assessing the crypto-
graphic strength of code sequences.

Tab. 1 shows widely used PCs used in NLS com-
munication systems [1-5, 7, 8, 10-14]. Using QAI
data, the cryptographic strength of code sequences
used in wireless communication systems is assessed.

Tab. 1. Examples of QAIs for assessing the crypto-
graphic strength of code sequences using statistical
methods described in works on NLS communication
systems

More recent publications [7, 15—-18] show that one
of the most popular statistical tools for assessing the
cryptographic strength of code sequences used in se-
cure wireless communication systems is testing such
as the D. Knuth test, dichard, NIST, etc. Of the tests
mentioned, the most popular in practice is the NIST
package of statistical tests (PST NIST).

In order to reduce time and computational costs,
the tests included in PST NIST and noted in Tab. 2 are



120

usually preferred for assessing the cryptographic
strength of code sequences [7, 15-18].

Tab. 2. Examples of QAIs for assessing the cryp-
tographic strength of code sequences using statis-
tical evaluation methods presented in the NIST
statistical test package

Each statistical test presented in Tab. 2 solves the
problem of testing the hypothesis about the crypto-
graphic strength of the input code sequence (null hy-
pothesis) or an alternative hypothesis (the code se-
quence is not resistant).

Another tool for assessing the cryptographic
strength of code sequences used in secure wireless
communication systems is the theory of nonlinear dy-
namics [15, 16, 19-23]. Tab. 3 lists some of these
QAls.

Tab. 3. Examples of QAlIs for assessing the crypto-
graphic strength of code sequences using statistical
methods based on the theory of nonlinear dynamics

At the moment, QAIs presented in Tab. 3 have not
been widely used for assessing the cryptographic
strength of code sequences. However, their use for
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these purposes is promising because they make it
possible to distinguish the structure of code sequences
and carry out their classification.

The analysis of the literature [1-8, 10-23] shows
that it is advisable to form a QAI complex for assess-
ing the cryptographic strength of code sequences us-
ing statistical methods. It is advisable to include the
QALIs described in Tabs. 1-3 into this complex. The
formed QAI complex, according to the authors, will
make it possible to more accurately assess the crypto-
graphic strength of code sequences used in secure
wireless communication systems. QAls described in
Tabs. 1-3 can be combined into a single tuple, which
serves as a general criterion for assessing the crypto-
graphic strength of code sequences. Note that in the
known works [1-8, 10-23], which study the issues of
assessing the cryptographic strength of code se-
quences used in secure wireless communication sys-
tems, such a tuple is not presented explicitly.

By analogy with [3] and according to methodolog-
ical recommendations from [24], we write out a mea-
ningful formulation of the problem of increasing the
security of the functioning of a wireless communica-
tion system. To increase the security of a wireless
communication system operating when using crypto-
resistant code sequences, it is necessary to set a gener-
al criterion for assessing the quality of such se-
quences. The criterion is based on statistical estimates
and represents a tuple (1):

<RAmax (T)’ RCmax

in which:

RAmax (T) <RAmax00n (T)’ RCmax

(), O, N, L, T,T,, T, T,, T,

(r)<R

max 2 H’ CO(8)>, (1)

(t), O— max,

Cmax don

N
N — max, L>?, I, —>05, 7,05, 7, >05, T, > 0.5,

I, > 0.5, 4, »max, H > 0.5, o(¢)<w,, (&)

Here Ramax(7), Remax(7), O, N, L are QAls presented
in Tab. 1; Ty, T», T3, T4, Ts are QAls according to
Tab. 2; Amax, H, w(e) are QAls according to Tab. 3;
Ramax 00n(7) 18 the permissible value of the side peaks
of the autocorrelation function, Rcmax 00n(7) 1S the per-
missible value of the side peaks of the cross-
correlation, @y,,(¢) is the permissible value of the
BDS statistics of code sequences.

In addition to this, we modernize the presented
tuple, taking into account the QAIs responsible for
reliability [3, 10, 12, 25, 26], in particular the crest
factor of code sequences p and outliers of their ampli-
tude-frequency spectra G(w), to the following final
form (2):

(Rumex (0)s R (), O, N, L, T, T, Ty, T, Ty, A, H, @0(&), p, G()), )

where

agt
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(7), O —> max,

N —> max, L>%, T, 0.5, T, 0.5, T, >05, T, > 0.5,

T, > 05, 4, > max, H > 0.5, w(¢)<w,,(€), p<p,, G®)<G,, (®).

Here, in addition to the indicators according to (1),
p is the crest factor of the code sequences, G(w) are
the outliers of the amplitude-frequency spectra of the
code sequences, py,, 1s permissible crest factor of code
sequences, Gyo,(®w) are permissible outliers of ampli-
tude-frequency spectra of code sequences.

CONCLUSION

Currently, statistical methods for assessing the
cryptographic strength of code sequences used in se-
cure wireless communication systems are widely pre-
sented in the scientific literature [1-8, 10-23]. How-
ever, the authors of these publications have not pro-
posed a universal QAI that would allow assessing the
cryptographic strength of code sequences.

This article provides examples of QAIs used in as-
sessing the cryptographic strength of code sequences
using statistical assessment methods described in
works on NLS communication systems, PST NIST
and the theory of nonlinear dynamics (Tabs. 1-3). It is
advisable to form a QAI complex instead of using a
single QAI for assessing the cryptographic strength of
code sequences by means of statistical methods. The
specified complex should include the QAIs described
in Tabs. 1-3. The formed QAI complex, according to
the authors, will make it possible to more accurately
assess the cryptographic strength of code sequences
used in secure wireless communication systems. QAls
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presented in Tabs. 1-3 can be combined into a single
tuple, which can serve as a general criterion for as-
sessing the cryptographic strength of code sequences.
It is noted that in well-known works [1-8, 10-23], in
which the issues of assessing the cryptographic
strength of code sequences used in secure wireless
communication systems have been studied, such a
tuple is not presented explicitly.

A meaningful formulation of the problem of in-
creasing the security of the functioning of a wireless
communication system is proposed. To increase the
operating security of a wireless communication sys-
tem using cryptographically strong code sequences, it
is necessary to set a general criterion for assessing the
quality of such sequences; the criterion should be
based on statistical estimates and represent a tuple
described by expression (1). In addition to this, the
tuple described using expression (1) was modernized,
taking into account the QAIs responsible for reliabili-
ty. The modified tuple is described by expression (2).

Based on the results of the research, it should be
concluded that when using crypto-resistant code se-
quences in secure wireless communication systems, it
is necessary to pay attention to the QAI complex de-
scribed by expression (2). The generated generalized
quality assessment criterion will improve the accuracy
of assessing the cryptographic strength of code se-
quences when used in secure wireless communication
systems.



