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HOBBIII METOJ 1 TEXHUYECKHE CPEJICTBA OBHAPYXEHMUS
YTEUYEK YIJVIEBOOIOPOIOB

B pabore paccmarpuBaercsi mpoOiema yTedeK B HMH(PACTPYKTYpe JIOTHCTHKH W XPaHEHHUS YTIIEBOIOPOIHBIX

BCIICCTB.

Hpez[noxceH HOBBII METOQ 06Hapy)i(€HI/I$I YTCUCK  YTJICBOAOPOJHBIX )KI/I,HKOCT@IZ Ha

OCHOBC

JIETCKTHPOBAHUS M3MEHEHSI KOHIICHTPALMH YTICBOAOPOAOB. Pa3paboTaHBl HOBEIM THII YTIIEBOJAOPOIHOTO CECHCOpa
U JIeTeKTHpYIoIee IM(PpPOBOE YCTPOWCTBO JUIsl TOCTPOCHUS MHOTOKAHAJIBHONW OCCIPOBOMHOW CHCTEMBI
00OHapy»KeHHsI MECTOIIOI0KEHHS YTEUEeK YIIeBOIOPOIOB.

K. cn.: yreuxa, yriaeBogopoaHas sKAIKOCTh, YTIIEBOJOPOIHBINA CEHCOp, OecipoBoaHO# kaHain, GSM omosemeHwue,
CHCTEMa, MUKPOKOHTPOJIIEP, METO OOHAPYKEHHUS yTeUEK

BBEAEHUE

IIpu pabore cucTeM XpaHEeHHS W JIOTHCTHKH
yriieBoopoaHbix BemiecTB (YI'B) wacto BO3HHMKAIOT
yTeukd. BoBpems He oOHapyXeHHBIE YTEUKH
YTJICBOIOPOJIOB BBI3BIBAIOT DKOJOTMYECKHE U (PUHAH-
COBBIE KaTacTPOQBI.

CoBpeMeHHBIE CTIOCOOBI  OOHApYKEHHS yTEdeK
Ha He(TenmpoBOJaX, Ta30MpPOBOJIAX, Ma3yTONMPOBOJAX

U JOp. CHUCTEMaxX TPaHCHOPTUPOBKHU M XpaHEHUS
YITIEBOJIOPOIOB,  KaKk  TPaBWIO,  HCIIONB3YIOT
KOCBEHHBIE METOIBI oOHapyKeHHUs yTeuex,

OCHOBaHHBIE, HAIIPUMeEp, Ha KOHTPOJIE y4YeTa pacxoja
NPOIYKTa, Nepenaae AaBIeHUH, aKyCTHUECKUX U ApY-
rux 3¢ddekrax, conpoBOKIAIOIMUX MPOIECC YTEUKU
[1]. Cuctemsl oOHapykeHHsS yTedeK, IOCTPOCHHBIC
Ha OCHOBE JJaHHBIX METOJIOB, — JIOPOTHE, 3aTpaTHbIC
B OKCIUTyaTalll, C BHICOKOH BEPOSITHOCTBIO JIOMKHBIX
cpabaTelBaHMi M HE O0O0ECIeYMBAIOT OIpEeIICHHE
MECTOIOJIOKEHUSI YTEUKH C >KEJIaeMOM TOYHOCTHIO.
JlaHHbpIe METOIBlI TO3BOJSIIOT JIMIIb MNPUOIMKEHHO
yKa3aThb MECTOIOJIOKEHHE YTEYKH, I03TOMYy Ooliee
BOCTpeOOBaHBl ~CHCTEMBI C  TIPSAMBIM  METOJIOM
oOHapy)KeHHsl, OCHOBAaHHbIE Ha B3aUMOACHUCTBHHU
poyKTa yTeuku ¢ YI'B-cencopom.

Pazpaborannbie 3a pyOexoM KaOenu-AeTeKTOpEI
YIJIEBOJIOPOJIOB PEIIAIOT MPOOIEMY TOIBKO YACTHYHO,
T.K. IPUHOUI MX cpabaTblBaHUS OCHOBAaH Ha H3Me-
HEHUSIX B CTPYKType 000J04Yek Kkabens mpu
HETOCPEICTBEHHOM COIIPUKOCHOBEHHUH C YIJIEBOIO-
POIOHON KHUIKOCTBIO, YTO NPUBOAUT K OOJIBIION
3ajJiep)KKe BPEMEHHU CpadaThIBaHUS WM BBIXOJY W3
CTpOS y4acTKa, KOTOPBIN MOABEPrcsl BO3ACHCTBHIO [2,
3].

[Ipennaraemplii HOBBIH METOJ OCHOBAaH Ha
JETEeKTUPOBAHUN YTEUKH YTIIEBOJOPOJIOB C IIOMOIIBIO
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VYI'B-ceHCOpa HOBOrO THIA, HW3MEHSIOIIETO CBOHU
AIIEKTPUYECKUE XAPAaKTEPUCTHKH B 3aBHCUMOCTH OT
CTENICHH  BO3JCHCTBUS  YIVIEBOJOPOACOAEPIKALINX
BemecTB. Cuctema Ha 0ase HoBOro Meroga u YI'B-
ceHcopoB Oymer 3(dexTuBHA MPHU KOHTPOJE yTEUCK
NpEeXIe BCEro Ha JIOKAIBHBIX OOBEKTaX, TaKUX Kak
He(Tera30XpaHWINIIa ¥ 3aBOABI IO IepepaboTke
HepTH ¥ Tra3za (CKMKEHHA Tas3a), TEPMUHAIBI
IIEPEKAYKU CIIT, MAarucTpajabHbIE CTaHLIUU
MEePEeKavKy, U Ap. 00bEKTax, Ha KOTOPHIX YHCIIO TOUEK
KOHTPOJISL OTpaHu4eHo. Pa3zpaboTka u co3gaHue Takou
OTEYECTBCHHOW CHCTEMBl OOHApPYXKEHUS  yTeueK
yIJI€BOIOPOJOB, KOHKYPEHTOCHOCOOHOH 3apyOekHBIM
aHayoram, IpuoOpeTaeT B HAcTOsIIee BpeMsi 0coOyio
aKTyalbHOCTb [4].

TPAAUIIMOHHBIE METO/IbI OBHAPYKEHUSA
YTEYEK B TPYBOIIPOBOJAX

Hwxe ommcaHbl OCHOBHBIE — CYIIECTBYIOIIUE
TEXHUYECKHE PELICHUS] PETUCTPALUU yTEYeK B TPY-
O6ompoBomax Ha 0asze ammapaTHBIX, MPOTPAMMHBIX,

MaTeMaTHYeCKUX MM  KOMIUIEKCHBIX pELICHUil,
MpUMEHsSEMBIE B  CYIIECTBYIOIIMX  CHUCTeMax
oOHapyxeHus yredek YI'B [5].

1. Meron TOHIKEHHS JaBleHHS C (DUKCH-

POBaHHOM WJIM CKOJB3SMIEH ycTaHOBKOW. JlaHHBIM
METOJl OCHOBaH WM Ha CpPAaBHECHHUM [ABJICHUA,
pacCUUTAHHOTO MO TUIPABINYECKOMY YKIOHY, WU
Ha U3MEPEHUU U CPABHEHUM JIOKAIBHBIX MOHWKXEHUMN
JIaBIICHUSI.

2. Metoa cpaBHEHHsI pacXoOJOB OCHOBaH Ha IO-
CTOSIHCTBE  pacxoja  YIJIEBOAOPOJAOCOAEPKALIETO
MpoMyKTa B Havajlie M KOHIE TpyOompoBoda Ipu
OTCYTCTBUHM yT€YKH. B cilyqyae yTeuku pacxon
YBEITUYIMBACTCS — OOHApY>XUBaeTCs yTeuka. Takum
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MCETOJAOM HEBO3MOXXHO ONPCACINTbL MECTOIIOJIOKCHUC

YTCUKH.
3. Meron cpaBHeHHs H3MEHEHHS CKOPOCTH
pacxoma OCHOBaH Ha MIHOBCHHOM HW3MEPCHHHU

CKOPOCTH Pacxoj0B B Hadaje W KOHIIE TPyOOIIpoBoIa.

4. KoppensiMoHHBIH METOJ HCIOJB3YeT BHOPO-
AKyCTUYECKUH  CUTHAQJI, TEHEPUPYEMBId  ABYMs
MbE30/IaTYMKAMH, YCTAaHOBJICHHBIMH Ha TpyOoOIpo-
BOJIE JJISl OOHAPYKEHUS YTEUKH.

5. Meroxg aKycTHU4YeCKOH 3MHUCCHUHU ooJtee
TOYHAas BEpCHs KOPPEISIHOHHOTO METO/1a,
HCIIOJIB3YIOIIAsl MHOXECTBO MbE30JATUYUKOB U CIIe-
MUAIBHYI0 ~ CHCTEMYy Ha  0a3e  KOMIIBIOTEpA,
aHATM3UPYIONIYI0 TIOKa3aHus ¢ HuX. OOHapyXUBaeT
TPEIIMHBI U MHKPOTPEIIMHBI TPYOOIIPOBOIA.

6. Meron nmueliHoro OanaHca MaTrema-
TUYECKUA METOJ, IpPU KOTOPOM PACCUUTHIBAKOTCS
WHTETpaJibHbIC 00BEMBI MEPEKAUYNBACMON JKUIKOCTH
B Hayalle W KOHIIE TPyOOIpOBOAa IPH OTCYTCTBUU
yreukn. B ciaywae yTeukm — oOHapyXuBaeTcs
M3MCHCHHE PACUCTHOTO 3HAUCHHUSI.

7. Metrox ynapueix BoaH JKyKoBCKOro mc-
MOJIB3YET YAAPHYIO TUarpaMMy KpPHUBOH 3aBHUCHMOCTH
JaBJICHUS oT BPEMEHU, 3alrCcCaHHoOI npu
THAPABINIECKOM yape 3aABIKKU Ha KOHIIE TPYOHI.

8. Meron oTpuLaTeNbHBIX YIApHBIX BOJH. MeTox
OCHOBaH Ha perucTpalyu (ppoHTa BOJIHBI W3MEHEHUS
JIaBJICHHUS, KOTOpast MIPOUCXOTUT B MecTe
pasrepMeTH3aIK TPyOOIpOBOIA.

9. Merox THAPABIMYECKOW JIOKAIMHM yTECUKH.
JlaHHBIM METOI OCHOBAH Ha aHANU3€E TUIPABINYCCKIX
XapaKTEPUCTUK yuacTka HeTenpoBoa.

K memooam
mpebosanus:

® TOYHOCTh ONPE/ICICHUS MECT YTCUKH;

® BBICOKAas YYBCTBUTEIIBHOCTD;

npeovasaaomea  caeoyroujue
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® CTCIICHb HAJAC)KHOCTH M aBTOMAaTU3alluH,

® JIOCTOBEPHOCTH HH(OPMAIIUH;

® OTCYTCTBHC IIOMCX, OKAa3bIBAIOUIUX BIIMAHUEC
HA MEPEKAYKY;

e (e30MaCHOCTD MPH IKCILTyaTallnH;

e oOecriedyeHre KOHTPOJISL COCTOSIHHSL TpyOO-
MPOBO/Ia OONBIION MPOTHKEHHOCTH;

® DKOHOMHYHOCTD,

® pPaboTOCIOCOOHOCTH
THYECKUX YCIIOBHSX.

npu TIOXHUX KiInMa-

CpaBHUTENbHAS OIIGHKA METOJIOB  PETUCTpPAaIVU
yTedek B TpyOorpoBoaax jaana B [IpusioskeHun.

Ha ocHOBe mpuBeICHHBIX JTAHHBIX MOXKHO CJIENaTh
BBIBO/IbI:

® HU OJIMH U3 NPEACTABICHHBIX METOJOB HE y0-
BJICTBOPSICT BCEM TPEOOBAHUSM;

e Hauboyiee TOYHBIE METOJBI TPEOYIOT CIOMKHBIX
W JIOPOTHX MPOrpaMMHO-aMapaTHhIX KOMILIEKCOB
00paboTku nH(pOpMAIUK, TOCTYMANIEH OT 00BheKTa
KOHTPOJIS.

HOBBI METOJl OGHAPYKEHUS YTEYEK
YTJIEBOAOPOA0OB HA OCHOBE YI'B-CEHCOPA
JETEKTUPOBAHUA N3SMEHEHUA
KOHIEHTPAIIMU YI'JIEBOAOPOJOB

IpuHIUn padoThl 1eTEKTUPYIOLIET0 HU(PPOBOTO
ycTpoiicTBa

HoBwiit METOJ JIETEKTUPOBAHUS yTEUEK
YIJIEBOAOPOAOB MpeAnoJiaraeT ucnojs3oBanue Y1 B-
CEHCOpa, H3MEHSAIOLIEr0  CBOU  DJJIEKTPUYECKUE
XapaKTepUCTUKU MPU B3aUMOJICHCTBUM C YTJIEBOJO-
poaamu.
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YI'B-ceHCOp Majod NpOTSKEHHOCTH, HAIPUMED
MTOJIOCKOBOTO THIA, MPEICTABIISET coboit
KOMOMHHPOBAaHHBIM MaTepuall, H3MEHSIONIMH CBOU
JJIEKTPUUYECKHE CBOMCTBAa II0J BIIMSHHUEM YIJIEBO-
JOPOAHBIX BEIIECTB B KHUIKOM WM Ta30BOH (hase.
HavyaneHoe 3HaueHHE  CONPOTUBIECHUS  3aBUCUT
OT TOJIIMHBI MaTepraja ceHCopa, ero GOpMBbI U OJHO-
ponHoCcTH KoMmosunuu. IIpu BO3AEHCTBUM YINIEBO-

nopoaoB  comportuBieHue YI'B-ceHcopa  Moxer
yBenuuuBaThcst g0 1.5  pasa, 1mpu  3TOM
JIeTeKTupyomee IudpoBoe ycrpoiicteo  (ALLY)
¢UKCHUpyeT W3MEHEHHE CONpPOTHUBICHUS CEHcopa

1, chopMHpOBaB COOOIIEHUE, OTIPABISET OIEPATOPY
CHUTHAJI O BO3JICHCTBUH YTJIEBOJIOPOJIOB Ha CEHCOP.
B paborax [6—-10] ymeneHo Ooipimoe BHHUMaHWE

B. C. KOHJIPATEHKO, A. 10. POI'OB, A. B. COPOKUH, A. 1. IBETKOB

OOHapYKECHUSI MECTOINOJOKEHUSI YTEUEK KaK BOJBL,
Tak H YIJIEBOJIOPONIOB, a TakkKe NpPeCTaBIeHbI
BO3MOKHBIE TEXHHYECKHE PEIICHUs TOCTPOCHHS
ABTOMATHU3MPOBAHHBIX CHCTEM OOHApPYXEHHS TaKUX
COOBITHH.

B manmHO#t paboTe mpemcTaBiIeH NPOEKT OJIOK-
cxemsl [V, noxkioueHHoro k YI'B-cencopy u uc-
nosb3ytoniero GSM-mozyib it CBsi3u C 0a30BOM
crannuen (puc. 1).

Ha ©6mox-cxeme (puc. 1) mpencraBnensl: YI'B-
CEHCOp MaJION MPOTSHKEHHOCTH (ITOJIOCKOBOTO THIIA);
ALY na 6a3e Mukpokontposuiepa stm32f407VET6;
GSM-monyins — GSM-npuemo-niepenaTank sim8001;
WCTOYHUK MUTaHUS AT MUKpOKOHTpoiuiepa u GSM-
Moxayist — mpeodpazoBarens AC-DC EPS-15-5; 6mox

copOuMOHHOMY KaOenbHOMY CeHcopy, MerofaMm nuTanus 5 B, 3 A, 15 Br, paGoratomuii ot cetn.
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Mpunnun padotsr ALY ocHOBaH Ha perucTpanuu
1 00pabOTKe N3MEHEHHUI BBIXOAHOTO 3JIEKTPUYECKOIO
curHatla  YI'B-ceHcopa ¢ Lenpl0  IOPUHATHS
ANTOPUTMHYECKOTO PEIICHNS O HAIWYUH BO3ICHCTBUS
YTEUKH yTJIEBOJOPOJHOIO BEIIECTBA HA CEHCOP.

B JIIY wu3MepeHHbIE 3HAYEHUS] COINPOTHUBIICHHUS
yepe3 ALIl mnepenaroTcss MUKPOKOHTpOJIEPY AJS
nocieaytoneid 00padboTkn. MUKPOKOHTPOILIEp UMEET
BbIxoJ 1o USB-mopTy [uisi BKIIIOYEHUS YCTpPOICTBa
B MakeT /I HaCTPOMKH, HaJa/IKU U PEMOHTA, a TaK¥Ke
nopt UART nns mepenaun nanHeix GSM-Mopynst
B BUAe curHaia o0 yteuke omepatopy. [lannsie
¢ GSM-momyns dwepes GSM-cBsa3p (SIM-kapra)
HaINpaBJISIOTCS ONepaTopy Ha 0a30BYIO CTAaHIMIO WM
MOOmMITEHEIH Tenedon mocpeactBoM CMC-cooOreHms
B MOMEHT OOHapykeHUus BozueicTBus yreuku JIIY.
Anroputm pabotel 1Y mnpencrarieH Ha puc. 2, a,
n2,0,[11].

Ha puc. 2, a, npencrasnen anroputm padotst ALY
(manmee B anropuTMax — ycCTpoicTBO). Takme OmoKwH,

Kak "MHunManu3amnus ATIIT Hu JaTynka',
"Naummanuzamus GSM" u "Onpoc GSM", packpsIThl
Ha puc. 2, 0.

YmpaBieHue YCTPOMCTBOM TPOUCXOIUT C IIO-
MOIIBIO 3 KHOIIOK:

"BBIBECTH U3 PEXXUMA OXKUIAHWA",

— "MHUIUAJIM3ALIUA YCTPOUCTBA B OK-
PYXAIOIIEM CPEIE BE3 BO3IAEUCTBUA
YIJIEBOJOPOJIA", .

— "UHUHOHUAJIM3ALINA YCTPOUCTBA C BO3-
JAEMCTBHWEM YT'JIEBOJIOPO/IA".

Bo Bpemsi HempepwsiBHON pabOTBl YCTPOMCTBO
yopaBisieTcss Kak KHOMKaMmu, Tak U AT-komanmamu
o GSM-cBs3u.

| Padouas
CTAHIHA

YI'B-cencop manoii NpOTSKEHHOCTH, HalpUMeEp
MOJIOCKOBOTO THUIA, MPEICTABIISET coboit
KOMOMHHMPOBAaHHBI MaTepual, H3MEHSIONIMH CBOU
JIEKTPUYECKHE CBOMCTBA MO/ BIUSHUEM BO3JECHCTBUS
YI'B, B pmaHHOW pabore — CONpPOTHBICHHE.
HavanpHoe 3HAaueHHE  CONpPOTHBIECHUS  3aBHCUT
OT TONIIMHBI  MaTepuana  CeHcopa, (OPMBI,
olHOponHOCTH BemecTBa. Ilpu gerekTHpoBaHUU
YIJIEBOJIOPOIOB  CEHCOP  MOXET  YBEIHMYHBAaThH
conpoTusieHue 10 1.5 pas.

[pu waMnmanmzanuu (puc. 2, 6, ) ycrpoiicTBo
nocpenctsom AL dhukcupyer nanusie ¢ ceHcopa 6e3
Bo3leHCcTBHsA. Bo BpemMss paboOThl  yCTpOWCTBO
nocTossHHO (pa3 B | MHH) cpaBHUBaeT 3aUKCH-
pPOBaHHBIM  YpOBEHb M  U3MEPEHHBIM  YpOBEHb
coJIepKaHus YIIIEBOIOPOIOB B OKPYIKaIOLIEH cpefie.

QUKCHPOBAaHHOE 3HAYEHHWE YMHOXKACTCS  JUIA
CpPaBHEHHUsI C W3MEpsieMbIM 3HaueHueM Ha 1.2: mns
JTUKBUJAIAYA BO3MOXHBIX JIOXKHBIX CpaOaThIBAaHUI W3-
3a norpeurHocty u3Mepenuid, AIII, HeonHOpoaHOCTH
BEIIECTBA HA  IIOJIOCKOBOM  CEHCOpE, LIyMOB
3JeKTpu4eckoi  pas3Bsizku  Bokpyr AUIl  (ans
WU3MEpPEHHs CONIPOTHUBIICHNUS) U TIP.

Jloruka mporpaMMmbl TIOCTpOEHA TaKUM 00pa3oM,
YyTOObl, MHCHOJB3YsS HAYalbHOE MPOMHHULNAIU3U-
pOBaHHOE 3HaueHHe (11 UTHOPUPOBAHHUS MOCTOSH-
HOro (oHa NapoB YIJEBOAOPOAOB), C IIOMOIIBIO
CpPaBHEHHUSI TEKYIIEro YPOBHS YIJIEBOJOPOJOB U Ha-
YaJbHOI'O OIOBECTUTH OIeparopa 00 YTEUKH, €CiH
TEeKyIIHHA YPOBEHH BHIINIE IOPOTOBOTO HAYaIHHOTO
Oonee uem B 1.2 pasza.
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Bo Bpemst paboTel Mukpokonmposnep pas B 1 Mun
onpammuBaeT GSM-MOIyns Ha HaIUIHEe KOMAaH]]
or omneparopa (CMC-coobmeHnii OT omepaTopa),
a TaK)Ke perucTpupyer uudppoBoii CUTHa CO BCTPOCH-
Horo AIlIl xak pe3ympTar mpeoOpa3oBaHUS
aHaJIOrOBOTO 3HaueHus conpoTtusiieHus YI'B-cencopa
MOJIOCKOBOTO THMA, OTPAXKAIOMIETO CTENeHb BO3-
JefcTBUs YIJIEBOJIOPOJIOB. MuKpoKOHTpoJIIIEp
cpaBHuBaeT noiydeHHoe ¢ ALIl 3HaueHue c 3aaH-
HBIM TpUd  HUHAOUATU3amMd  (C  JIMHAMHUYHBIM
MOpPOroBbIM) U (HOPMHUPYET COOOIICHUE O HAJIMYUU
Wi 00 OTCYTCTBHHM YTEYKH. Taxke MHKPOKOHT-
posuiep orcnexuBaeT napametpsl Bcero ALY u YI'B-
CEHCOpOB, HampuMep HHU3KHH YpPOBEHb 3apsja,
YCTOWYHMBOCTh CBSI3U C OECKOHTakTHbIMH YI'B-
ceHcopaMH M Jp., W B CIy4dae HEHCIPABHOCTH
yBeAOMIISIET omepaTopa. B ocTampHOE Bpems MeXIy
MepHUOaMu aKTUBHOCTH MUKPOKOHTPOJIIEP HAXOANUT-
Csl B peXHMMe CHa JIJIsl SKOHOMHUU 3apsijia OaTtapen.

[Ipu mepBoM mycke TOK MOTPeOIEHUI MHUKPOCXEM
MakcuManbHbli — GSM-Momyne motpebmsier 1 A
(Ipu MOMCKe U PETHCTPaLuK B CETH CBs3M). Bo Bpems
pabotet  GSM-Momyns  moTpebmseT g0 3 MA,
MHUKpOKOHTpoiutiep — 100MA  (npu  pabote
Ha 144 MI'n). B pexxume cHa motpebisietr 9 MA.

Ha puwc. 3 nmpencraBmeno ¢oto Makera
JIETEKTUPYIOIIEro IU(POBOr0 yCTpoOWCTBa 0€3 KOp-

OrpaHu4eHHbIA y4acToK
Tpybonpoeoaa

myca, rae MUKpokoHTpoiiep — stm32f407VET6;
nporpammarop — stlinkv2.1, pacnasiHHBIN Ha TUTaTe
discovery; GSM-momyne — sim800l; pabouas
cragima — maccu NIPXI-1080 ¢ NI-PMA 1115
CO BCTPOCHHBIM HcTOYHWMKOM muTanus NIPXi-4130
JUTSI 3aTATHIBaHMS crucTeMbl. OTiepaTop COTOBOH CBSI3U
g Mmaketa — "bunann".

MHorokaHajabHasi 6ecipoBOIHAS cCTEMa
00HapY:KEeHUs] MeCTOMOJIOKEHHUS yTeUeK
YIJ1€BOAOPO/I0B

Tak kak JUY Ha MHKpPOKOHTpOIIEPE MOXET
UMETh  KOMIIAKTHBIE  Pa3Mepbl,  OTHOCHUTEIBHO
HEZOPOrO M HEMOCPEICTBEHHO IOAKIIOYAEeTCd K OJ-
HOoMY YI'B-ceHcopy, TO OHO, KaK IPaBUIIO, COBMECTHO
C CEHCOPOM MOJKET pa3MELIaThCsl B MecTax Haubojee
BEPOATHOW YTEUKH YTIEBOJOPOJIOB, pealn3ys TaK
Ha3plBa€MbIl  30HHBIH  NPUHIMI  OOHApPYKEHHS
MECTOIOJIOKEHUST yTEeUKU: "OJUH CEHCOp — OJiHa
30Ha KOHTpOs'".

Cucrema TakuX YCTPOICTB CIIOCOOHA OXBAaTHThH

30HAMH  KOHTPOJIS JFOOOH  JIOKQJIBHBIH  OOBEKT
OTPaHUYCHHOU IIIOMIAIH, a B 30HE yCTOWINBO GSM-
CBS3M — W YYacTKH TpPyOONpPOBOMIOB pPa3IUYHON

MPOTSKEHHOCTH (puC. 4).

CTbIKOBOE COEAMHEHME C
YCTPOMCTBOM

Bbilka coTOBOM
CBA3K

[}
LEITRRVN

ChopmupoBaHHOe
coobuieHue o
npoTeyke

basosasn
CTaHUMA

Puc. 4. MHorokananbHasi 6ecripoBo/iHas CUCTEMa OOHAPYKEHHUSI MECTOTIOJIOKEHHUS YTeUYeK YrIIEBOJOPOJIOB
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Ha puc. 4 npencraBmeH cXeMaTW4HBI BHJ
cucteMbl. Ha MecTax BepOATHOro MOSABICHHS yTEUEK
W3 3JIEMEHTOB TpyOoIpoBoaa pasmeniarores Y1 B-
CEHCOpBI MOJIOCKOBOTO THIIA, NpUcoeauHeHHble K JIITY.
Bcee curnaner JILIY uepe3 BBIIIKY COTOBOM CBA3U
MEPUOANYECKH  OTIpaBisieT  CHOPMHUPOBAHHBIMHU
coobmenusiMu  omneparopy. B cooOmenue moxer
BXOJIUTh: YHUKAQJIBHBIA KOJ ycTpoiictBa — ID nmus
TOYHOrOo ompeaeneHus Mectononoxenus JLY;
CHELUAIbHBIA KOJI, O3HAYAIOIIMKM YTEdKy, pas3psan
Oarapem HOmepHoro JIIIY w g1p. coolOmeHus
0 HEKKOPEKTHOHW paboTe YCTpOWCTBa, MO KOTOPHIM
OIEPATOP MOXKET NPUHSATH ACHCTBEHHOE PEIICHUE.

3AK/JIIOYEHHUE

B nanHOW paboTe TpeACTaBICH HOBBIA METO]
JICTEKTUPOBAHUS TIPOTEUEK YIJIEBOJOPOJIOB M JETEK-
TUpylolee LU(GPOBOE YCTPOWCTBO, peaU3yIoIIee
coBMecTHO ¢ YI'B-ceHcopom MeTon oOHapyskeHHs
W3MEHEHUS] KOHLIEHTpalUH YTIIEBOJOPOJOB B OKpY-
Karomiel cpeie (0OHapy)KeHHE BO3JACUCTBUS YIJICBO-
noponHeix  BemectB Ha  YI'B-cencop). Taxoke

NpPEACTaBICHBl apXUTEKTypa M JIOTHKa pPaOOTHI
JeTeKTHpyrolero mudposoro ycrpoiictea ¢ YI'B-
CCHCOPOM  IIOJIOCKOBOIO ~ THIA, HalpuMmep, Uil
KOHTpoIs yTedek YI'B u3 ¢umaHieBsIx coeqnHEeHNH.
CucremMa  TakuX  YCTPOHCTB  OOHapy>KeHHs
MECTOIIOJIOKEHHS YTEYEK YIJICBOJOPOAOB CEHCOpPaMHU
MO3BOJIIET OTCIIEKUBAaTh M OINOBEWIATh JEKYPHbBIE
Cily>k0bl KOHTpOJIL 00 yTedKax IpeXJe BCEro Ha JIo-
KalbHBIX OOBeKTaX HedTe- W Tra3oBol UHPpa-

CTPYKTYPBI XpaHEeHUs u TPaHCIIOPTUPOBKU
YIJIEBOJOPO/IOB.
C ywerom Toro, wuro JIY  sBusercs

OTCUYCCTBEHHON Pa3paboTKO# C 3aKPHITHIM HCXOIHBIM
KOJIOM, HCIIOJIB3YIOIIEH Ui OMOBEIICHHUS CUCTEMY
GSM c oOTedecTBEHHBIMH OIEpaTOpaMH, a TaK¥Ke
MUMEETCS] BO3MOXKHOCTh YCTAaHOBKH JOIOJHUTEIBHBIX
Monyiel mmppoBaHus u AemudpoBaHUs (WK
JOIOJIHUTE MPOrPaMMy CIIELHAJIbHBIM aITOPUTMOM),
TAKO€ YCTPOWCTBO MOKET HCIIONB30BATHCS  HA
(denepanbHbIX, BOCHHBIX WU WHBIX CIEIHATbHBIX
00BbeKTax, Ie HEBO3MOXKHA SKCIUTyaTalHsl CHUCTEM
WHOCTPAHHOTO MTPOU3BOJICTBA.

HNPUIOKEHHUE

CpaBHUTEIbHAs OIIEHKA METOIOB PETHCTPAINHY YTEUEK B TPYOOTIPOBOIaxX

V)
5 g
5 2l || Ll
[e] Al =| A
AR
Ne i/m MeToz KOHTpOIs Elzlglg § gl g 5
alel gl a2 5| =
ElElclal 2 5lelEle
SEEEEEREE
Tl ol o| = S| S =l o R®
12158338l 2|E
g E A= Om
1 M I 7 -
KOGI;TOJJ MTOHIKEHHUSI JITABJICHUS ¢ (PUKCUPOBAHHOMN MIIH CKOJIB3SIICH YCTaHOB slulslululslslslu
2 Mertoj1 cpaBHEHUS Pacxo/10B HIH|B|H|H|B|H|B|H
3 Merto/1 cpaBHEHUSI UBMEHEHHUSI CKOPOCTH pacxoja HH|{B/H|H|B|H|B|H
4 KoppensunoHHblii METOT B|/H|B|H|B|{B|B|H|H
5 Mero akyCTUUECKUI SMUCCUU B|B|B|B|H|B|H|H|B
6 Meron nuHeHoro daianca H|H|B|B|H|B|B|H|H
7 Mertoa yaapHbix BoH JKyKOBCKOTO B|/H/B|B/H|B|B|B|H
8 Meroa oTpULaTENBHBIX YAAPHBIX BOJIH B/H|B|B|H|B|B|B|H
9 MetoJ ruApaBIMYeCcKOM JOKAIUK YTEUKU B|/H|B|B|H|{B|B|B|H

Ipumeuanue: H — Hu3kuiil ypoBeHb; B — BBICOKHI ypOBEHb.
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A NEW METHOD AND TECHNICAL MEANS FOR DETECTING
HYDROCARBON LEAKS

V. S. Kondratenko, A. Yu. Rogov, A. V. Sorokin, A. I. Tsvetkov

Institute of Advanced Technologies and Industrial Programming "MIREA — Russian technological University"

The paper considers the issue of leaks in the infrastructure for transportation and storage of hydrocarbons.
A novel technique for finding leaks of hydrocarbon liquids based on detecting changes in the concentration of
hydrocarbons is proposed. A novel kind of hydrocarbon sensor and a detecting digital device have been
developed to build a multi-channel wireless system for locating hydrocarbon leaks.

Keywords: leakage, hydrocarbon liquid, hydrocarbon sensor, wireless channel, GSM alert, system, microcontroller, leak

detection method

INTRODUCTION

Leaks often occur during the operation of storage
and logistics systems for hydrocarbon substances
(HCSs). Leaks of hydrocarbons not detected in time
cause environmental disasters and financial losses.

Modern leak detection in oil pipelines, gas pipe-
lines, mazut pipelines, and other systems for the
transportation and storage of hydrocarbons uses, as
a rule, indirect methods of leak detection based, for
example, on the control of product flow, pressure
drop, acoustic, and other effects accompanying the
leakage process [1]. Leak detection systems based on
these methods are expensive, costly to operate, have a
high probability of false positives, and do not provide
leak detection with the desired accuracy. These me-
thods allow for only an approximate indication of the
leak location, so direct detection systems based on the
interaction of the detected product with the HCS sen-
sor are more in demand.

The cables-detectors of hydrocarbons developed
abroad only partially solve the problem, because the
principle of their operation is based on changes in the
structure of the cable sheaths in direct contact with
a hydrocarbon liquid, which leads to a significant delay
in operation time or failure of the affected area [2, 3].

The proposed new method is based on the detec-
tion of hydrocarbon leakage using a new type of HCS
sensor that changes its electrical characteristics de-
pending on the degree of exposure to hydrocarbon-
containing substances. A system based on the new
method and HCS sensors will be effective in monitor-
ing leaks, primarily at local facilities, such as oil and
gas storage facilities, oil and gas (gas liquefaction)
processing plants, LNG pumping terminals, main
pumping stations, and other facilities where the num-
ber of control points is limited. The development and
creation of such a domestic system for detecting hy-
drocarbon leaks, competitive with foreign analogues,
is currently acquiring particular relevance [4].

61

TRADITIONAL PIPELINE LEAK
DETECTION METHODS

The main existing technical solutions for detecting
pipeline leaks based on hardware, software, mathe-
matical, or complex solutions used in existing HCS
leak detection systems are described below [5].

1. The pressure reduction method is used with ei-
ther a fixed or sliding installation. This method is
based either on comparing pressure calculated from
hydraulic slope or on measuring and comparing local
pressure drops.

2. The flowrate comparison method is based on the
constancy of the hydrocarbon-containing product flo-
wrate at the beginning and end of the pipeline in the
absence of leakage. In the event of a leak, the flow
increases — a leak is detected. It is impossible to de-
termine the location of the leak using this method.

3. The method of comparing the flowrate change is
based on the instantaneous measurement of the flo-
wrate at the beginning and end of the pipeline.

4. The correlation method uses a vibro-acoustic
signal generated by two piezo sensors installed on
a pipeline to detect a leak.

5. The acoustic emission method is a more accu-
rate version of the correlation method, which employs
many piezoelectric sensors and a special computer-
based system that analyzes the readings from them. It
detects cracks and microcracks in the pipeline.

6. The linear balance method is a mathematical
method in which the integral volumes of the pumped
liquid are calculated at the beginning and end of the
pipeline in the absence of leakage. In the event of
a leak, a change in the calculated value is detected.

7. The Zhukovsky shock wave method uses the
shock diagram of the pressure versus time curve rec-
orded during a hydraulic shock on a valve at the end
of a pipe.

8. Method of negative shock waves. The method is
based on recording the front of the pressure change
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wave that occurs at the point of pipeline depressuriza-
tion.

9. The hydraulic leak localization method. This
method is based on an analysis of the hydraulic cha-
racteristics of the oil pipeline section.

Methods are subject to the following require-
ments:

* leak detection precision;

* high sensitivity;

* high degree of reliability and automation;

* reliability of information;

« a lack of interference affecting pumping;

* operation safety;

« control over the condition of a long pipeline;

* profitability;

» performance under bad climatic conditions.

A comparative assessment of methods for register-
ing leaks in pipelines is given in the Appendix.

Based on the data presented, the following conclu-
sions can be drawn:

* none of the presented methods satisfy all the re-
quirements;

* the most accurate methods require complex and
expensive software and hardware systems for
processing information coming from the control ob-
ject.

A NEW METHOD FOR DETECTING
HYDROCARBON LEAKAGES BASED ON A HCS
SENSOR FOR DETECTING CHANGES
IN THE HYDROCARBON CONCENTRATION

The operation principle
of the detecting digital device

A new method for detecting hydrocarbon leaks in-
volves the use of a HCS sensor that changes its elec-
trical characteristics when interacting with hydrocar-
bons.

A small size HCS sensor, for example, of the strip
type, is a combined material that changes its electrical
properties under the influence of hydrocarbon sub-
stances in the liquid or gas phase. The initial resis-
tance value depends on the sensor material’ thickness,
shape, and uniformity of composition. When exposed
to hydrocarbons, the resistance of the HCS sensor can
increase by up to 1.5 times, while the detecting digital
device (DDD) records the change in sensor resistance
and, after a message generation, sends a signal to the
operator about the effect of hydrocarbons on the sen-
sor.

In [6-10], much attention is paid to the sorption
cable sensor, methods for detecting the location of
leaks of both water and hydrocarbons, and potential
technical solutions for constructing automated sys-
tems for detecting such events are presented.

This paper presents a block diagram of a DDD
connected to a HCS sensor and using a GSM module
for communication with a base station (Fig. 1).

Fig. 1. Block diagram of a detecting digital device

The block diagram (Fig. 1) shows: short HCS sen-
sor (strip type); DDD based on stm32f407VET6 mi-
crocontroller; GSM module — GSM transceiver
sim800l; power supply for the microcontroller and
GSM module — AC-DC converter EPS-15-5; power
supply unit 5 V, 3 A, 15 W, mains operated.

The principle of operation of the DDD is based on
the registration and processing of changes in the out-
put electrical signal of the HCS sensor in order to
make an algorithmic decision about the presence of
the hydrocarbon leak impact on the sensor.

In the DDD, the measured resistance values are
transmitted through the ADC to the microcontroller
for further processing. The microcontroller has a USB
output to integrate the device into the layout to secure
adjustment and alteration, as well as a UART port for
transmitting data from the GSM module in the form of
a leak alert signal to the operator. The GSM module
data, via the GSM communication (SIM card) are sent
to the base station or via mobile phone SMS to the
operator at the moment when DDD detects the impact
of the leak. The DDD work algorithm is shown in Fig.
2,a,0,[11].

Fig. 2. Algorithm for the operation of the DDD.

a — basic algorithm (individual blocks of the algo-
rithm are additionally marked with number plates);
6 — disclosure of the content of the marked individu-
al blocks of the algorithm

Fig. 2, a, presents the algorithm of the DDD opera-
tion (hereinafter in the algorithms — the device).
Blocks "ADC and sensor initialization", "GSM initia-
lization" and "GSM inquiry" are shown in Fig. 2, 6.

The device is controlled using 3 buttons:

— WAKE UP,

— DEVICE INITIALIZATION IN THE ENVI-
RONMENT WITHOUT IMPACT OF HYDRO-
CARBONS,

— DEVICE INITIALIZATION WITH THE EX-
POSURE OF HYDROCARBONS.

During continuous operation, the device is con-
trolled by both buttons and AT commands via a GSM
connection.

A HCS sensor of short length, for example, in the
shape of a strip, is a combined material that changes
its electrical properties (in this work, namely — resis-
tance) under the influence of HCS. The initial resis-
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tance value depends on the thickness of the sensor
material, shape, and homogeneity of the substance.
When detecting hydrocarbons, the sensor can increase
its resistance up to 1.5 times.

During initialization (Fig. 2, 6, [0), the device, us-
ing the ADC, captures the sensor data without any
impact. During operation, the device constantly (every
1 min) compares the primarily recorded level and the
currently measured level of hydrocarbons in the envi-
ronment.

The recorded reference value is multiplied by 1.2
for comparison with the measured value to eliminate
possible false alarms due to measurement errors,
ADC, material inhomogeneity on the strip sensor,
electrical decoupling noise around the ADC (for mea-
suring resistance), etc.

The logic of the program allows, using the starting
set value (to ignore the constant background of hydro-
carbon vapors) and comparing the current level of
hydrocarbons with the initial one, to notify the opera-
tor of a leak if the current level is higher than the thre-
shold initial value by more than 1.2 times.

During operation, the microcontroller polls the
GSM module once every 1 min for commands from
the operator (operator’ SMS messages), and also reg-
isters a digital signal from the built-in ADC as a result
of converting the analog value of the strip-type HCS
sensor resistance, which stands for the degree of ex-
posure to hydrocarbons. The microcontroller com-
pares the value received from the ADC with the dy-
namic threshold value set during initialization and
generates a message about the presence or absence of
a leak. Also, the microcontroller monitors the parame-
ters of the entire DDD and HCS sensors, for example,
low charge level, instability of communication with
non-contact HCS sensors, etc., and notifies the opera-
tor in case of a malfunction. The rest of the time be-
tween periods of activity, the microcontroller is in
sleep mode to conserve battery power.

At the first start, the current consumption of mi-
crocircuits is maximum — the GSM module con-
sumes 1 A (when searching and registering in the
communication network). During operation, the GSM
module consumes up to 3 mA, the microcontroller —
100 mA (during operation at 144 MHz). In sleep
mode, it consumes 9 mA.

Fig. 3 shows a photo of the prototype of a detect-
ing digital device without a housing, with a microcon-
troller (stm32f407VET6); programmer (stlinkv2.1,
soldered on the discovery board); GSM module
(sim8001); workstation (NIPXI-1080 chassis with NI-
PMA 1115 and built-in NIPXi-4130 power supply).
The mobile operator for the prototype is Beeline.

Fig. 3. The composition of the main elements of the
DDD model
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Multichannel wireless system
for hydrocarbon leak location detection

Since the DDD with a microcontroller can be com-
pact, relatively inexpensive, and directly connected to
one HCS sensor, it, as a rule, can be positioned to-
gether with the sensor in the places of the most proba-
ble hydrocarbon leak, implementing the so-called zone
principle of leak location detection: "one sensor — one
control zone".

The system of such devices is capable of covering
any local object in a limited area with control zones
and also sections of pipelines of various lengths in the
zone of stable GSM communication (Fig. 4).

Fig. 4. Multichannel wireless hydrocarbon leak loca-
tion detection system

Fig. 4 shows a schematic layout of the system. In
places where leaks from pipeline elements are likely
to occur, strip-type HCS sensors are placed, connected
to the DDD. All DDD signals through the cell tower
are periodically sent via generated messages to the
operator. The message may include: a unique device
code — ID for precise determination of the location of
the DDD; a special code indicating leakage, low bat-
tery of the DDD, and other messages about incorrect
operation of the device, that allow the operator to
make an effective decision.

CONCLUSION

This study introduces a new technique for identify-
ing hydrocarbon leaks as well as a digital device that,
when used with an HCS sensor, detects changes in the
amount of hydrocarbons in the environment (detection
of the impact of hydrocarbon substances on the HCS
sensor). The architecture and operation logic of a de-
tecting digital device with a strip-type HCS sensor, for
example, to control HCS leaks from flanged joints, are
also presented.

The system of such devices for detecting the loca-
tion of hydrocarbon leaks with sensors makes it possi-
ble to track and notify duty control services about
leaks, primarily at local facilities of the oil and gas in-
frastructure for storing and transporting hydrocarbons.

Taking into account the fact that DDD is a domes-
tic development with a closed source code that uses
the GSM system with domestic operators for notifica-
tion, and it is also possible to install additional encryp-
tion and decryption modules (or supplement the pro-
gram with a special algorithm), such a device can be
used on federal, military, or other special facilities
where the operation of foreign-made systems is im-
possible.
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